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1. Document management

1.1 Document history

Version

Date

Author

Description of changes / remarks

1.0

06/11/2013

eHealth platform

First final version

11

17/06/2014

eHealth platform

1

Add new eneluser profiles:
- Dentist
- Nurse

Add new supportard: ISI+

1.2

27/08/2014

eHealth platform

Update error codes in section 8.1

13

01/06/2015

eHealth platform

Add new authorized endser:
- Health Insurance Organization

Enduser as Physicianoptional support card
number if the physician is the holdef the Global
Medical File.

1.4

31/07/2015

eHealth platform

Add new authorized endser:
- Authorized organization
- Citizen Patient)

1.5

31/03/2016

eHealth platform

Add new authorized endser
- Group of nurses

1.6

30/09/2016

eHealth platform

Add newauthorized enduser
- Citizen Parent of Patient
- Citizen Mandatary)
Add new xsd Author
Add new error code and message

1.7

16/11/2016

eHealth platform

New born consent management

1.8

19/06/2017

eHealth platform

Addnew authorized endiserc Midwife

1.9

26/09/2018

eHealth platform

Add new consent status (deceased)
Add new method: getPatientConsentStatus

2.0

29/07/2019

eHealth platform

= =4 4 4 a4 - - -

=

Anonymization of data

Removing the following endser : authorized
organization in behalf of a HIO (Patient)

RemoveSIS Card
Replace WA eHealth Consent by PHV MyHealt

21

23/10/2020

eHealth platform

Add new authorized endser
- Physiotherapist
Removeauthorized enduser:
- Citizen (Patient)
- Citizen Parent of Patient
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2.2 12/07/2022 eHealthplatform Full cookbook review

1.2 Use of keywords

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",

bw9/ haa9b595b> da!,bZ FYR bhte¢Lhb! [ b Ay GKA&A R20dzySydi
2119.

(https://www.ietf.org/rfc/rfc2119.txt)

oF o Miicar
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2. Introduction

2.1 Goalof the service

TKS SEA&GSyY GBornedpatieyt cohsd@i AOE 2y S 2F (KS TFdzyRIE'YSyidlf LINBNB
providers to accesgatientQ @edical data. Therefore, the eHealth platform makes available to the concerned

patients and the health care actors involvedlie exchangestorageor referencingpersonal data @erviceto

Y|y I 3 SnfofmdSpatiént conse® | & RS Fdelip&dRond 204 ToKtlke CSSSS/SCSZG

¢t SOKYyAOlIttesr ¢S ARSYyGATe GKS F2tft26Ay3 GOINROdziS&a F2NJ
i The SSIN of the patient.

i The date of the consent registration (at the eunder side).

1 ¢CKS aqieLlSée .2F GKS O2yaSyl

If the consentis only valuablefor data posterior o the signing date, ik & Oprdsfe&QiV® WotfidRwise

Getrospectivéd® | OO2NRAY 3 (G2 GKS Nz Sa RSTAYSR WBENPEHRAKS O X 98 Qk
The attribute is present for backwardsrapatibility.

1 ¢tKS ARSyGAGe 2F G4KS 1 /tFENGe FOGAy3a Ay (GKS LI GASYyidQa

The following operations will support the managementthe informed patient conser®

PutPatientConsent Allows an eneuser* to declare an informed patient consent. Once the
consent is successfully declared, it is considerea O Gonséig. Q

RevokePatientConsent | Allows an eneliser to declare the revocation of an informed patient consent
Once the consent is revoked, itdsnsideredan WA y | €bisén® S Q

GetPatientConsent Allows an eneliser to check the existence of an informed patient consent
(and to get the information about this conseq’ I Ol A @S Q). 2 NJ ¥

GetPatientConsentStatus| Similar to theGetPatientConsent method with the patient consent status
specified in the respons¢this consentan beW | Ol A @S DEtheWNB @
LI GASyid Aa WRSOSIaSRQ

I 002 NRAY 3 ( anfoimgdPatindiziosesE GilkyS o485 Y I y I 3 SBseré menibnddinrk 2 NA T SR Sy
the paragraph 5.2.2 through a speci{Sintegrated in their usual software. This is the scope of i

General comments

i The proposed interfaces aextensionsof the interfaces defined for the same purpose in the context of the
hub & metahub project (sebttps://www.ehealth.fgov.be/standards/kmehr/en).
1 ¢tK2aS AyidSNFI OSmeahingtBey supariiv&rious eEbBilyirathdis Ofdhe input parameters. The
service does not support all the possible combinatiahthe interface levelsometimes for technical reasons
but mainly for privacy reasons. Please consult the associated deliberationS of th/ 2 YA G S { SOG 2 NA St
{FyldiSé F2NI Y2NB AYyTF2N¥IGA2Yy | 062dzi G§KS NHzZ S&a FyR LINR

1 https://mww.ehealth.fgov.be/ehealthplatform
2 At the level of the transaction, thedateo S G 1 Sy Ay id2 | O0O02dzyid Aa GKS WYSRAOIE RIFGS
3This does not mean that all documents with a medical date anterior to the signing date of the consent will automatically

bemade available.
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4 Allowed eneusers are described in chapteofthis document.


https://www.ehealth.fgov.be/standards/kmehr/en
https://www.ehealth.fgov.be/ehealthplatform

2.2 Theconsentis anfinformed consend

TheWSonly supports the technical registration of the consent. The information of the patiengis th
responsibility of the caller of the service

2.3 Goalof the document

¢tKAad R20dzYSyi RSaONRoSa GKS YIFyl3SySyid 2F GKS WAYyTF2NXS
platform. In this cookbook, we explain the structure and content aspects gidissible requests and the replies

of eHealth ConsentVS An example illustrates each of those messages. In addition, a list of possible errors can

be found in this document.

This information should allow (the IT department of) an organization to develdpuae theWScall.

Some technical and legal requirements must be met in order to allow the integration of the eMéatim client
applications.

This document is neither a development nor a programming guide for internal applicatideslth partners
always keepotal freedom within those fields. Nevertheless, in order to interact in a smooth, homogeneous
and risk controlled way with a maximum of partners, eHealth partners must commit to comply with
specifications, data format, and release processescdbed within this document. In addition, our partners in
the health sector must also comply with the business rules of validation and integration of data within their
own applications in order to minimize errors and incidents

2.4 eHealthplatform document references

On the portal of the eHealth platform, you can find all the referenced documérftkese versions @any
following versions can be used for the eHeagdtatform service.

ID Title Version Date Author
1 Glossary DD/MM/YYYY eHealthplatform
2 STS Cookbook 14 24/02/2021 eHealth

2.5 Externaldocument references

Alldocuments can be foundhtough the internet. They are availakitethe public, but not supported bthe
eHealthplatform.

ID Title Source Date Author
1 Basic Profile Version http://lwww.ws - 24/08/2004 Web Services
1.1 i.org/Profiles/BasicPro Interoperability
file-1.1-2004-08- Organization
24.html

2 OASI® WS securityg http://www.oasis -
SAML Token Profile open.org/committees/
download.php/16768/
wssvl.lspecos
SAMLTokenProfile.pdf

5www.ehealth.fgov.be/ehealthplatform

oF o Miicar
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http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.oasis-open.org/committees/download.php/16768/wssv1.1-spec-os-SAMLTokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16768/wssv1.1-spec-os-SAMLTokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16768/wssv1.1-spec-os-SAMLTokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16768/wssv1.1-spec-os-SAMLTokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16768/wssv1.1-spec-os-SAMLTokenProfile.pdf
file://///users.ehealth.fgov.be/shares/group/G_EHEALTH/eHealth%20platform/00%20General/00.02%20Templates/00.02.04%20Service/www.ehealth.fgov.be/ehealthplatform

3. Support

3.1 Helpdesk eHealth platform

3.1.1 Certificates

In order to access the secured eHealth platform environment you have to obtain an eHealth platform
certificate, used to identify the initiator of the request. In case you do not havemaase consult the chapter
about the eHealth Certificates on the portfithe eHealth platform

i https://www.ehealth.fgov.be/ehealthplatform/nl/ehealth -certificaten

i https://lwww.ehealth.fgov.be/ehealthplatform/fr/certificats -ehealth
For technical issues regarding eHealth foah certificates

i Acceptanceacceptancecertificates@ehealth.fgov.be

1 Production:support@ehealth.fgov.be

3.1.2 Forissues in production

eHealth platform contact centre:

1 Phone: 02788 51 55on working days from 7 am till 8 pm)
1 Mail: support@ehealth.fgov.be

1 Contact Form :

- https://www.ehealth.fgov.be/ehealthplatform/nl/contact (Dutch)
- https://www.ehealth.fgov.be/ehealthplatform/fr/contact (French)

3.1.3 Forissues in acceptance

Integration-support@ehealth.fgov.be

3.1.4 For business issues

1 regarding an existing project: the project manager in charge of the application or service
i regarding a new projeair other business issuesfo@ehealth.fgov.be
3.2 Status

The websitéhttps://status.ehealth.fgov.beis the monitoring and informatiotool for the ICT functioning of
the eHealth services that are partners of the Belgian eHealth system.

oF o Miicar
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https://www.ehealth.fgov.be/ehealthplatform/nl/search?q=&filter%5Bplatform_service%3A19842c7fad26fe4e90179efc7895851fb9f086fb%5D=on
https://www.ehealth.fgov.be/ehealthplatform/fr/search?q=&filter%5Bplatform_service%3A19842c7fad26fe4e90179efc7895851fb9f086fb%5D=on
mailto:acceptance-certificates@ehealth.fgov.be
mailto:support@ehealth.fgov.be
https://www.ehealth.fgov.be/ehealthplatform/nl/contact
https://www.ehealth.fgov.be/ehealthplatform/fr/contact
mailto:Integration-support@ehealth.fgov.be
mailto:info@ehealth.fgov.be
https://status.ehealth.fgov.be/

4. Global overview

eHealth Platform

CoBRH®B
eHealth Platform
Metahub DB
BCSKSZ
A
v IdSupport
( eHP-AA )
eHealth platform Gatewd

y N
L eHP¢ WSSOAFConsent)

Authorized
Organization
VAS

HC Professiona
Software

- HC Parties
- professionals
- organizations

¢KS aSISIHftaGK 2{ {h!t /2yaSyié RSaZONAROSR KSNB Aia
professionals and institutions.

oF o can
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5. Step-by-step

5.1 Technicarequirements

5.1.1 Use of the eHealth SSO solution

This section specifies how to obtain a SAMtetofrom the STS (Secure Token Service) in order to have access

to the eHealth Conse®WWSAOO2 NRAY 3 (2 SI1 SIt GKQa | \ark jlided t€dcdes> RA T FSNEB
eHealthConsenWSI y R | Ol & F dziK2NJ 2F 2 LISNI (hivdllyseupdatidBihetzS 8 G 4 = (0 K €
the services are made available to a new type of user. These different groups of user are described hereunder

and in detail at chapter 5.2.2

Each type of user needs a different type of token to access the services. The remaithiesettion describes
the needed attributes for each type of the user. For more details on how STS works, see

https://www.ehealth.fgov.be/ehealthplatform/ fr/service-iam-identity-accesananagement

5.1.1.1 HC Parties

5.1.1.1.1 Individual AR78 professional

The request for the SAML token is secured with the efhe professional The certificate used by the Holder
Of-Key(HOK )erification mechanism is an eHeatthrtificate’. The needed attributes are the following
(AttributeNamespace: "urn:be:fgov:identificatiemamespace"):

T The social security identification number of thefessional
- urn:be:fgov:ehealth:1.0:certificateholder:person:ssin
- urn:be:fgov:person:ssin
Theprofessionaimust also specify which information must be asserted by eHealth:

1 The social security identifier number of theofessionalAttributeNamespace:
"urn:be:fgov:identificationnamespace”):

- urn:be:fgov:ehealth:1.0:certificateholder:personrssi
- urn:be:fgov:person:ssin

1 To have access to the eHealflonsentWS the person must be professionalAttributeNamespace:
urn:be:fgov:certifiednamespace:ehealth):

- urn:be:fgov:person:ssin:ehealth:1.0:fpsEUALIT Y.poolean

Only following individual AR78 professional can accessignlth WS SOAP Consent

Profession (AR78) QUALITY
Physician doctor
Dentist dentist
Nurse nurse
Physiotherapist physiotherapist
Midwife midwife

6 As fallbackin absence of the elD, the personal eHealth certificate can be used for authentication instead.

7See Par 3.4
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https://www.ehealth.fgov.be/ehealthplatform/fr/service-iam-identity-access-management

5.1.1.1.2 Pharmacy

Pharmacies must specify several attributes in the request. The request to the STS is secured with the elD of the
pharmacist starting the session. The certificate of the pharmacy issued by eHealth is used by the HOK
mechanism. The attribute® be providedn the request are the followinfAttributeNamespace:
urn:be:fgov:identificatiomamespacg

i The social security identifier number of the person starting the session (must be a pharmacist):
- urn:be:fgov:ehealth:1.0:certificateholder:person:ssin
- urn:be:fgor:person:ssin
1 The identifier of the pharmacy:
- urn:be:fgov:ehealth:1.0:pharmacy:nimumber
1 The identifier of the pharmacy holder:
- urn:be:fgov:person:ssin:ehealth:1.0:pharmauoyider

Pharmacies must also specify which information must be assertéidetsHealthplatform. To have access to
the eHealthConsentW§s the following data must be validated:

1 The SSIN of the person (must be a pharmacist) starting the session, this is verifiectBbigalth
platform (AttributeNamespace: urn:be:fgov:identificatioramespace):

- urn:be:fgov:ehealth:1.0:certificateholder:person:ssin
- urn:be:fgov:person:ssin

i The NIHII number of the pharmacy. The link between the pharmacy and the pharmacist starting the
session is not verified, any pharmacist can start the seggittributeNamespace:
urn:be:fgov:identificatiomamespace):

- urn:be:fgov:ehealth:1.0:pharmacy:nifiumber

i The pharmacy must be a recognised pharm@yributeNamespace: urn:be:fgov:certified
namespace:ehealth):

- urn:be:fgov:ehealth:1.0:pharmacy:nifiumberrecognisedpharmacy:boolean

1 The identifier of the pharmacy holder (SSIN), i.e. the pharmacist responsible for all activities performed
in the pharmacyAttributeNamespace: urn:be:fgov:identificatieramespace):

- urn:be:fgov:person:ssin:ehealth:1.0:pharmduwylder

1 The identifier of the pharmacy holder (NIHII11), i.e. the pharmacist responsible for all activities
performed in the pharmacyAttributeNamespace: urn:be:fgov:certifietamespace:ehealth):

- urn:be:fgov:person:ssin:ehealth:1.0:pharmdwylder:certifiel:nihiill

i The pharmacy holder must be the certified pharmacy holder of the given pharmacy
(AttributeNamespace: urn:be:fgov:certifietamespace:ehealth):

- urn:be:fgov:ehealth:1.0:pharmacy:nifiumber:person:ssin:ehealth:1.0:pharmacy
holder:boolean

i To have acess to the eHealt@onsentWS the person must be a pharmacigtttributeNamespace:
urn:be:fgov:certifiednamespace:ehealth):

- urn:be:fgov:person:ssin:ehealth:1.0:fpsph:pharmacist:boolean
5.1.1.1.3 Hospital

The SAML token request is secured with the eHealth cextifiof the hospital. The certificate used by tHOK
verification mechanism is the same eHealth certificate. The needed attributes are the following (Attribute
namespace: "urn:be:fgov:identificatiemamespace"):

1 The NIHII number of the hospital:
- urn:be:fgov:ehealth:1.0:certificateholder:hospital:nihiimber
- urn:be:fgov:ehealth:1.0:hospital:nikiiumber
Hospital must also specify which information must be assertethégHealthplatform:
1 The NIHII number as identifier of the hospital (Attribatmespace: urn:be:fgov:identification

namespace):
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- urn:be:fgov:ehealth:1.0:certificateholder:hospital:rihiimber
- urn:be:fgov:ehealth:1.0:hospital:nikiiumber

1 To have access to the eHeaflonsentWS the hospital must be a recognized hospital
(AttributeNamespace: urn:be:fgov:certifiethmespace:ehealth):

- urn:be:fgov:ehealth:1.0:certificateholder:hospital:nihiimber:recognisedhospital:boolean
- urn:be:fgov:ehealth:1.0:hospital:nikliumber:recognisedhospital:boolean
5.1.1.1.4 Health Insurance Organization (HIO)

TheSAML token request is secured with the eHealth certificate of the HIO (the certificate contains the CBE
number of the HIO). The certificate used for H®Kverification mechanism is the same eHealth certificate.
The needed attributes are the followirgttributeNamespace: "urn:be:fgov:identificatiemamespace"):

1 The CBE number of the HIO:
- urn:be:fgov:ehealth:1.0:certificateholder:enterprise:aibember
- urn:be:fgov:kbebce:organization:cb@umber
The HIO must also specify which information must be assdrye¢le eHealthplatform:
i The CBE number of the HI&ttfibuteNamespace: "urn:be:fgov:identificatiammespace"):
- urn:be:fgov:ehealth:1.0:certificateholder:enterprise:aiember
- urn:be:fgov:kbebce:organization:cb@umber

1 To have access to the eHealflorsentWS,the HIO must be a recognized HIO (AttributeNamespace:
urn:be:fgov:certifiednamespace:ehealth):

- urn:be:fgov:kbebce:organization:cb@umber:ehealth:1.0:hio:boolean
5.1.1.1.5 Authorized organization (identified by its CBE number) in behalf of a HIO

The SAML token request is secured with the eHealth certificate of the authorized organization (the certificate
contains the CBE number of the organization). The certificate used fétGiverification mechanism ithe

same eHealth certificat& he neededttributes are the followindAttributeNamespace:
"urn:be:fgov:identificationnamespace"):

i The CBE number of the organization:
- urn:be:fgov:ehealth:1.0:certificateholder:enterprise:ainenber
- urn:be:fgov:kbebce:organization:cb@umber
The organization mat also specify which information must be assertedh®eHealthplatform:
i The CBE number of the organizatiétit(ibuteNamespace: "urn:be:fgov:identificatiemmespace"):
- urn:be:fgov:ehealth:1.0:certificateholder:enterprise:aibember
- urn:be:fgov:kbebce:organization:cb@umber

1 To have access to the eHeallonsentWS the organization must be a recognized authorized
organization for theConsentWsS (AttributeNamespace: urn:be:fgov:certifiednamespace:ehealth):

- urn:be:fgov:kbebce:orgaization:cbenumber:ehealth:1.0:cbe_consent_authorized:boolean
5.1.1.1.6  Group of nurses

The SAML token request is secured with the eHealth certificate of the group of nurses. The certificate used by
the HOKverification mechanism is the same eHealth certificatee fibeded attributes are the following
(AttributeNamespace: "urn:be:fgov:identificatiemamespace"):

1 The NIHII number of the group of nurses:
- urn:be:fgov:ehealth:1.0:certificateholder:groupofnurses:aiimber
- urn:be:fgov:ehealth:1.0:groupofnurses:nihiimber
The organization must also specify which information must be assert#uel®Healthplatform:

1 The NIHII number of the group of nursédt(ibuteNamespace: "urn:be:fgov:identification
namespace"):

- urn:be:fgov:ehealth:1.0:certificateholder:groupofses:nihiinumber
- urn:be:fgov:ehealth:1.0:groupofnurses:nihiimber
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i To have access to the eHealth Con3&8 the organization must be a recognized group of nurses
(AttributeNamespace: urn:be:fgov:certifiednamespace:ehealth):

- urn:be:fgov:ehealth:1.0:guupofnurses:nihinumber:recognisedgroupofnurses:boolean

5.1.2 Securitypolicy to apply

We expect that you use SSL one way for the transport layer.

WSsecurity used in this manner is in accordance with the common standbodsall the eHealth ConseWtS
i Addthe business message to the soap body

i Add to the SOAP header the following elements:

- SAML Token: The SAML Assertion received from the eHealth STS. This Assertion needs to be
forwarded exactly as received in order to not to break the signature of the &H&B8. The token
needs to be agded agcorgingly to the specificatigns of the OASIS SAVMAL Tokevn Profile ,(HAOK).
oL SFaS NBFSNI G2 W[Aaud 2F az2dzNOSQ OKI LI SN

- Timestamp (with Timéo-live of the message: one minute).

- A signature that has been placed on the SOARBod the timestamp with the certificate of
which the public key is mentioned in the SAML Assertion.

1 The signature element (mentioned above) needs to contain:

- Signedinfo with References to the soapBody and the Timestamp.

- Keylnfo with é&SecurityTokenReference pointing to the SAML Assertion.
See also the WSSP in the W&SDL

For more information on the SAML token as needed to call the eHealth Consent services (e.g., attributes
needed by different actors), please refer to STS cookbook.

Thiswill allowthe eHealthplatform to verify the integrity of the message and the identifier of the message
author.

A document explaining how to implement this security policy can be obtaahéute eHealthplatform.
The STS cookbook can be found on the etHezdrtal.

5.1.3 WSI Basic Profile 1.1
Your request must be WiIScompliant (See Chap 2£xternalDocumentRef).
5.1.4 Tracing

To use this service, the request SHOULD contain the following two http header values (see RFC
https://datatracker.ietf.org/doc/html/rfc7231#section-5.5.3):

1. UserAgent: information identifying the software product and underlying technical stack/platform. It
MUST include the minimal identification informatiohthe software such that the emergency contact
(see below) can uniquely identify the component.
a. Pattern: {minimal software information}/{version} {minimal connector information}/{connector
packageversion}
b. Regular expression for each subéstparated by a space) of the pattern:-§a&zZ0-9-\/]* \/[0-
9azAZ-_.]*
C. Examples:
UserAgent: myProduct/62.310.4 Technical/3.19.0
UserAgent: TopaXXXX/123.23.X freeconnector/XXXXX. XXX
2. From: ematiaddress that can be used for emergency contact seaaf an operational problem.
Examples:
From:info@mycompany.be

8WSDIs can be found in the eHealth API Catalttps://portal.api.ehealth.fgov.be/
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5.2 Web service

5.2.1 KMEHR structure

CKAAd aSNUAOBABRQI 69FaalSNIIAOSP® 2SS (Kdza adNeBRy3ate NBO2YYS

related to the Kmehr armative elements.

The KMEHR site aims to offer a central point for the documentation of the KMEHR normative elements.
https://lwww.ehealth.fgov.be/standards/kmehr/en

The three following genér elements are, in particular, essentials to build the request and the reply of eHealth
ConsentWs.

5.2.1.1 cd

This is the key element used to code information: this section is completely based on the description from the
KMEHR standard, as can be found on:
https://lwww.ehealth.fgov.be/standards/kmehr/en/page/key -elements#cd

5.2.1.2 id

This element is used to uniquely identify key elements like request, response Wf$hgatient,hcParty.It can
also be used to specify any unique identifier: this section is completely based on the description from the
KMEHR standard, as be found on:

https://lww w.ehealth.fgov.be/standards/kmehr/en/page/keyelements#id

5.2.1.3 hcparty

Thehcpartyelement is a generic element that aims to represent any kinldeaithcare party organization,
physician, medical specialty or even IT systems: this section is completelydrefezidescription from the
KMEHR standard, as can be found on:

https://www.ehealth.fgov.be/standards/kmehr/en/page/hcparty
5.2.2 Theauthorizedend-users

Before describing the eHehliConsentVSin detail, this section will talk about the different eders that can
directly or indirectly use thigVS To identify these different types of enders, extra information should be
provided in the request message.

To avoid redundancy irhe description of the individual request, we Wiltre give an overview of the
authorized endusers description.

Il Please comply with the predefined sequence of the elements provided in the Author element of the
examples as the validation of the requestsponse is based on this sequence to determine the-eser
profile. The provided SSIN, NIHII and professional category must be valid and compliant
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~ firstname
~ familyname

5.2.2.1 Individual AR78 professional
If the individual professionakcts as author of the request throughshsoftware and manages himself, the
WAYTF2N¥VSR LI GASYyld O2yaSyiQ 2y oSKIEF 2F GKS LI GASYyd GK
must be provided:
T The identification of therofessional
- SSIN number
- NIHII number if available
- the professional category

Additional information about the software and/andividual professionas.g. first name and family nammay
be added for the audit purposé&he application should be specified ard thame of the app must be specific
enough to identiy the origin of the call

<core:author >
<l-- HCP software identificatios>
<kmehr:hcparty >

<kmehr:iid S="LOCAL SL="application ID " S¥"1.0">
1990000332</ kmehr:id >

<kmehr:cd S="CD HCPARTY S\="1.1 ">application </kmehr:cd >
<kmehr:name>SoftwareName</ kmehr:name>

</ kmehr:hcparty >

<I--HCP identificatior->

<kmehr:hcparty >
<kmehr:iid S="INSS' S\="1.0">SSIN of the HCP </kmehr:id >
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<kmehr:iid S="ID-HCPARTY S\="1.0 ">NIHII of the HCP  </kmehr:id >
<kmehr:cd S="CD HCPARTY S\#"1.1 ">KHMER code of the HCP </ kmehr:cd >
<kmebhr:firstname >Firstname of the HCP </ kmebhr:firstname >
<kmehr:familyname >Lastname of the HCP </ kmehr:familyname >

</ kmehr:hcparty >
</ core:author >

Below you will finghe list of Khmer codes to specify (EIZPARTY) accordinge profession of the

individual HC Party

Profession Khmercode
Physician persphysician
Nurse persnurse
Dentist persdentist
Midwife persmidwife
Physiotherapist persphysiotherapist

Example(Physician as endiser):
<?xml version="1.0" encoding="U8F?>
<PutPatientConsentRequest

xsi:schemalocatiarihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&bl0.xsd
xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:request
<core:idS\£"1.0" S="ID-KMEHR>19900003320130515090927123core:id>
<core:author>
<!I-- Physician software identificatior>
<kmehr:hcparty
<kmehr:idS\#"1.0" S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" SS"CDHCPARTYapplication</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<!I-- Physician identification->
<kmehr:hcparty>
<kmehr:id S\E"1.0" S="INSS>5xxxxxxxx2</kmehr:id>
<kmehr:id S\="1.0" S="ID-HCPART¥12345678918/kmehr:id>

<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysiciar/kmehr:cd>
<kmehr:firsthname>Physician first name&/kmehr:firstname>

<kmehr:familyname>Physician family name/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:dates2013-05-15</core:date>
<core:time>09:09:27.0&/core:time>
</core:request
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<core:consent
<I-- Patient identificatior->
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxxJ/core:id>
<core:id SS"EIDCARDNOS\E"1.0">5xxxxxxxxxx& core:id>
</core:patient
<core:cdS="CDCONSENTTYPREA"1.0'>retrospective</core:cd>
<core:signdate2013-05-15</core:signdate
</core:consernt
</PutPatientConsentRequest

5.2.2.2 Hospital

LT GKS WAYT2NN¥SR LI GASyd O2yaSydQ Aa YIEylF3ISR AYy | NBO2
following identification must be provided in the order described below:
i If the enduser is a doctor working in the concerned hospital (see example 1):

- The identification of the hospital: NIHII, the organization category.
- The identification of the doctor: SSIN number, if available NIHII number, the professional
category.
However, the SSIN and/or NIHII of the doctor -@rsér are optional for the consultation method provided,
they must be compliant with SSIN, NIHII validation (format and etiggif}.

1 If the enduser is an administrative working in the concerned hospitaler the responsibility of a
doctor (see example 2):

- The identification of the hospital: NIHII, the organization category.

- The identification of the doctor: SSIN number, if available NIHII number, the professional
category.

- The identification of the admi SSIN number, the professional category.

However, the SSIN and/or NIHII of the responsible doctor and the SSIN of the adruiseersde optional for

the consultation method flprovided, they must be compliant with SSIN, NIHII validation (format anckche
digit).

Additional information about the hospital, doctor, administrative e.g. software name, address, doctor name,
administrative name may be added for the audit purpoBlee application should be specified are thame of
the app must be specific engh to identify the origin of the call

Example 1 (Hospital Physician as easer):
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentRequessi:schemal ocatiatthttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request
<core:idS="IDKMEHRS\£"1.0">1990000235.20130516094127 1€98ore:id>
<core:author>
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\+"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>

<kmehr:nameHospital software namekmehr:name
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</kmehr:hcparty
<l-- Hospital identification-->
<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CBDHCPARTYS\£"1.1">o0rghospitak/kmehr:cd>
<kmehr:name>Hospital name/kmehr:name>
</kmehr:hcparty>
<!I-- Physician identification->
<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0'>123456789168/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysiciar/kmehr:cd>
<kmehr:firstname>Physician first name/kmehr:firstname>
<kmehr:familyname>Physician family name/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:date-201305-16</core:date>
<core:time>09:41:27.0&/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx¥</core:id>
<core:idS=" EIDCARDNOS\E"1.0">5xxxxxxxxx&</core:ic>
</core:patient
</core:select
</GetPatientConsentRequest

Example 2 (Hospital Administrative as encser):
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentRequessti:schemalocatiatthttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce?_0.xsd xmins="http://www.ehealth.fgov.be/hubservices/protocol/V2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmehz"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request
<core:idS="IDKMEHRS\£"1.0">1990000235.20130516094127 1€8ore:id>
<core:author>
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.1">application</kmehr:cd>
<kmehr:nameHospital software name'kmehr:name
</kmehr:hcparty
<!I-- Hospital identification-->
<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0">12345678%/kmehr:id>
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<kmehr:cdS="CDHCPARTYS\£&"1.1">0rghospitak/kmehr:cd>
<kmehr:name>Hospital name&/kmehr:name>

</kmehr:hcparty>

<I-- Responsible physician identification>

<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0'>12345678916&/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysiciar/kmehr:cd>
<kmehr:firsthame>Physician first name&/kmehr:firstname>
<kmehr:familyname>Physician family name/kmehr:familyname>

</kmehr:hcparty>

<l-- Admin identification-->

<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx8</kmehr:id>

<kmehr:cdS="CDHCPARTYS\£"1.1">persadministrative</kmehr:cd>
<kmehr:firstname>Admin first name</kmehr:firstname>
<kmehr:familyname>Admin family name</kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:date>201305-16</core:date>
<core:time>09:41:27.0&/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E£"1.0">8xxxxxxxx¥</core:id>
<core:id S="ISFCARDNOS\E"1.0">9xxxxxxx@</core:id>
</core:patient
</core:select
</GetPatientConsentRequest

5.2.2.3 Pharmacy

LT GKS WAYTFT2NYSR LI GASyld O2yaSyidiQ A& YrFyF3aISR Ay I NBO2
following identification must be provided in the following order:
i The identification of the pharmacy: NIHII of the pharmacy, the organization category
i The identification of the pharmacy holder: SSIN number, if available NIHII number, the professional
category.
i The identification of the endiser (who must be a pharmacist) if the eader is not the pharmacy

holder: SSIN number, NIHII number if avadalbihe professional category.

Additional information about the software of the pharmacy or pharmacist namene#tty.be added for the
audit purposeThe application should be specified are thame of the app must be specific enough to identify
the originof the call

Example :

<?xml version="1.0" encoding="U8F?>

<RevokePatientConsentRequest

xsi:schemal ocaticrihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_protoél0.xsd

xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2

Consent WS SOARookbook v.2.2¢ 12/07/2022 19/75



xmins:core"http://www.ehealth.fgov.be/hubservices/core/N2
xmlns:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmlns:xsE"http://www.w3.0rg/2001/XMLSchemdnstance>

<core:request
<core:idS\#"1.0" S="ID-KMEHR>199000044120130518.10927123/core:id>
<core:author>
<I-- Pharmacy software identification>
<kmehr:hcparty
<kmehr:idS\#"1.0" S="LOCALSI="application_ID>199000044 ¥/kmehr:id>
<kmehr:cdS\#"1.1" S="CBHCPART¥application</kmehr:cd>
<kmehr:namePharmacy software nam#gkmehr:name
</kmehr:hcparty
<l-- Pharmacy identification->
<kmehr:hcparty>
<kmehr:id S\"1.0" S="ID-HCPARTY¥12345678%/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPART¥orgpharmacy/kmehr:cd>
<kmehr:name>Pharmacy name/kmehr:name>
</kmehr:hcparty>
<!-- Pharmacy holder identification->
<kmehr:hcparty>
<kmehr:id S\E"1.0" S="INSS>8xxxxxxxx%</kmehr:id>
<kmehr:id S\#"1.0" S="ID-HCPART¥12345678918/kmehr:id>
<kmehr:cdS\#"1.1" S="CDHCPART¥perspharmacist/kmehr:cd>
<kmehr:firstname>Pharmacy holder first name/kmehr:firsthame>
<kmehr:familyname>Pharmacy holder family name'kmehr:familyname>
</kmehr:hcparty>
<l-- Pharmacist enduser identification-->
<kmehr:hcparty>
<kmehr:id S\E"1.0" S="INSS>4xxxxxxxx8</kmehr:id>
<kmehr:id S\#"1.0" S="ID-HCPART¥12345678918/kmehr:id>
<kmehr:cdS\#"1.1" S="CBDHCPART¥perspharmacist/kmehr:cd>
<kmehr:firsthame>Pharmacist first name/kmehr:firstname>
<kmehr:familyname>Pharmacist family name/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:dates201305-15</core:date>
<core:time>11:09:27.0&/core:time>
</core:request
<core:consent
<I-- Patient identificatior->
<core:patient
<core:idS="INSS S\E£"1.0">0xxxxxxxxx&/core:id>
<core:id S="ISFCARDNOS\E"1.0">9xxxxxxxx8/core:id>
</core:patient-
<core:cdS="CDCONSENTTYRE£"1.0'>retrospective</core:cd>
<core:revokedate201305-15</core:revokedate
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</core:consent
</Revok®atientConsentRequest

5.2.2.4 Health Insurance Organization

LT GKS WAYT2NX¥YSR LI GASyd O2yaSyidiQ Aa Yl ykhalBek o
applications throughout its usual fware then following identification must be provided in the order
described below:

i If the enduser is a doctor working in the concerned HIO (see example 1):
- The identification of the HIO: CBE number, the HIO category.
- The identification of the doctor: SSIN number, if available NIHII number, the professional
category.
However, the SSIN and/or NIHII of the doctor -@rsér are optional for the consultation method. If they are
provided, they must be compliant with SSINHN validation (format and cheakgit).

i If the enduser is an administrative working in the concerned HIO under the responsibility of a doctor
(see example 2):

- The identification of the HIO: CBE number, the HIO category.

- The identification of the docto8SIN number, if available NIHII number, the professional
category.

- The identification of the admirBSIN number, the professional category.

However, the SSIN and/or NIHII of the responsible doctor and the SSIN of the adruiseersde optional for

the consultation method. If they are provided, they must be compliant with SSIN, NIHII validation (format and
checkdigit).

Additional information about the HIO, doctor, administrative e.g. software name, address, doctor name, and
administrative name may be déd for the audit purposeThe application should be specified a thame of

the app must be specific enough to identify the origin of the. call

Example 1 (HIO Physician as euasker):
<?xml version="1.0" encoding="U8F?>

<PutPatientConsentRequessischemal ocatior"http://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmlIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehz"http://www.ehealth.fgov.bektandards/kmehr/schema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305160941271€38ore:ic>
<core:author>
<!I-- HIO software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" SI="application_I1D>199000011%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>
<kmehr:nameHIO software name/kmehr:name>
</kmehr:hcparty
<I--HIO identification-->
<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">orginsurance/ kmehr:cd>

<kmehr:name>HIO name&/kmehr:name>

</kmehr:hcparty>
Consent WS SOARookbook v.2.2¢ 12/07/2022 21/75
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<!I-- Physician identification->
<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0'>12345678916&/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.1">persphysiciar/kmehr:cd>
<kmehr:firsthame>Physician first name&/kmehr:firstname>
<kmehr:familyname>Physician family name/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:dates201305-16</core:date>
<core:time>09:41:27.0&/core:time>

</core:request
<core:consent

<!I-- Patient identificatior->
<core:patient

<core:idS="INSS S\£"1.0">8xxxxxxxxx</core:id>
</core:patient
<core:cdS="CDCONSENTTYREE"1.0">retrospectives/core:cc>
<core:signdate2014-04-10</core:signdate

</core:consent
</PutPatientConsentRequest

Example 2 (HIO Administrative as ender):
<?xmlversion="1.0" encoding="UT8"?>

<GetPatientConsentRequessi:schemal ocatietthttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce?_0.xsd xmins="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmlins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:request

<core:idS="ID-KMEHRS\£"1.0">1990000235.20130516094127 198ore:icd>
<core:author>

<I-- HIO software identificatior>

<kmehr:hcparty

<kmehr:idS="LOCALS\£"1.0" SI="application_ID>199000011%/kmehr:id>

<kmehr:cdS="CBHCPARTYS\£"1.1">application</kmehr:cd>
<kmehr:nameHIO software name/kmehr:name>

</kmehr:hcparty

<I--HIO identification-->

<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CBDHCPARTYS\£#"1.1">orginsurance/kmehr:cd>
<kmehr:name>HIO name&/kmehr:name>

</kmehr:hcparty>

<I-- Responsible physician identification>

<kmehr:hcparty>

oF o Miicar
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<kmehr:id S="INSS S\E"1.0">8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0'>12345678916&/kmehr:id>
<kmehr:cdS="CBDHCPARTYS\£#"1.1">persphysiciar/kmehr:cd>
<kmehr:firstname>Physician first name/kmehr:firstname>
<kmehr:familyname>Physician family name/kmehr:familyname>
</kmehr:hcparty>
<!-- Admin identification-->

<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx8</kmehr:id>

<kmehr:cdS="CDHCPARTYS\£&"1.1">persadministrative</kmehr:cd>
<kmehr:firstname>Admin first name</kmehr:firstname>
<kmehr:familyname>Admin family namec/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:date>201305-16</core:date>
<core:time>09:41:27.0Z/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E£"1.0">8xxxxxxxx¥</core:id>
</core:patient
</core:select
</GetPatientConsentRequest

5.2.2.5 Authorized organization (identified by its CBE number) in behala ¢110

Whenlil KS WAYFT2NYSR LI GASY(d O2yaSyidQ Aa YdughisBss® o0& NBOz23Ay
softwareon behalfof a healthcare insurance organization then following identification of the author of the
request must be provided in the orddescribed below:

i The identification of the HIO: CBE number, the HIO category.

- The identification of the doctor: SSIN number, if available NIHII number, the professional
category.

However, the SSIN and/or NIHII of the doctor -@rseér are optional for theonsultation method. Iprovided,
they must be compliant with SSIN, NIHII validation (format and etiigif.

i If the enduser is an administrative working in the concerned HIO under the responsibility of a doctor
(see example 2):

- The identification of ta HIO: CBE number, the HIO category.

- The identification of the doctor: SSIN number, if available NIHII number, the professional
category.

- The identification of the admin: SSIN number, the professional category.

Additional information about the HIO, doctadministrative, patient e.g. software name, address, doctor,
administrative, patient first and family name may be added for the audit purpbse.application should be
specified andhie name of the app must be specific enough to identify the origin efctl

NB: the identification of the Authorized organization is not mandatory in the Author of the request as the
Trusted Third &rty rule is applied.

oF o Miicar
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Example 1 (Physician working in HIO as arsekr):
<?xml version="1.0" encoding="U8F?>

<PutPatientConsentRequessi:schemalocaticrihttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce?_0.xsd xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/N2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:request
<core:idS="IDKMEHRS\£"1.0">1990000235.20130516094127 1€8ore:id>
<core:author>
<I-- OA software identification->
<kmehr:hcparty
<kmehr:idS="LOCALS\#"1.0" SI="application_ID>199000011%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">application</kmehr:cd>
<kmehr:nameOA software name/kmehr:name
</kmehr:hcparty
<I--HIO identification-->
<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">orginsurance/kmehr:cd>
<kmehr:name>HIO name&/kmehr:name>
</kmehr:hcparty>
<!I-- Physician identification->
<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0"'>8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0">12345678916€/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysiciar/kmehr:cd>
<kmehr:firstname>Physician first name/kmehr:firstname>
<kmehr:familyname>Physicianfamily name</kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:dates201305-16</core:date>
<core:time>09:41:27.0&/core:time>
</core:request
<core:consent
<I-- Patient identificatior->
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx</core:id>
</core:patient
<core:cdS="CDCONSENTTYRE£"1.0'>retrospectives/core:cd>
<core:signdate2014-04-10</core:signdate
</core:consent
</PutPatientConsentRequest

oF o Miicar

Consent WS SOARo0okbook v.2.2¢ 12/07/2022

2475



Example 2 (Administrative working in HIO aad-user):
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentRequessi:schemalocatiarihttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce?_0.xsd xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2

xmins:core"http://w ww.ehealth.fgov.be/hubservices/core/\/2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.20130516094127 1€98ore:icd>
<core:author>
<I-- OA software identificationr->
<kmehr:hcparty

<kmehr:idS="LOCALS\#"1.0" SI="application_ID>199000011%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">application</kmehr:cd>

<kmehr:nameOA software name/kmehr:name
</kmehr:hcparty
<I--HIO identification-->
<kmehr:hcparty>

<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">orginsurance/kmehr:cd>

<kmehr:name>HIO name&/kmehr:name>
</kmehr:hcparty>
<I-- Responsible physician identification>
<kmehr:hcparty>

<kmehr:id S="INSS S\E"1.0"'>8xxxxxxxx2</kmehr:id>

<kmehr:id S="ID-HCPARTYS\£"1.0">12345678916€/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysiciar/kmehr:cd>
<kmehr:firstname>Physician first name/kmehr:firstname>
<kmehr:familyname>Physician family name/kmehr:familyname>

</kmehr:hcparty>
<l-- Admin identification-->

<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx8</kmehr:id>

<kmehr:cdS="CDHCPARTYS\#"1.1">persadministrative</kmehr:cd>

<kmehr:firstname>Admin first name</kmehr:firstname>

<kmehr:familyname>Admin family name/kmehr:familyname>

</kmehr:hcparty>
</core:author>
<core:dates2013-05-16</core:date>
<core:time>09:41:27.0Z/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx</core:id>
</core:patient-
</core:select
</GetPatientConsentRequest>
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5.2.2.6 Group of nurses

LT GKS WAYTF2NYSR LI GASYyd O2y atobdghids usuad softwang theh Sofowidgh G K A y

identification of the author of the request must be provided in the order described below:
i The identification of the group of nurses:

- NIHII number, the professional category.
i The identification of the nurse who manages the informed patient consent:

- SSIN number

- NIHII number if available

- the professional category

Additional information about the software and/or nurse e.g. first name gardily name may be added for the
audit purposeThe application should be specified argthame of the app must be specific enough to identify
the origin of the call

Example:
<?xml version="1.0" encoding="U8F?>

<PutPatientConsentRequessi:schemaleatior="http://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmlIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmeh#"http://www.ehealth.fgov.be/standard/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.20130516094127 1€8ore:ic>
<core:author>
<!I-- Group of nurses software identificaticr>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" Sl="application_ID>199000011%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\+"1.1">applicatior</kmehr:cd>
<kmehr:name-GON software namgkmehr:name>
</kmehr:hcparty
<!I-- Group of nursegentification-->
<kmehr:hcparty>
<kmehr:id S="ID-HCPARTYS\£"1.0"'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">groupofnurses/kmehr:cd>
<kmehr:name>GON name/kmehr:name>
</kmehr:hcparty>
<I-- Nurseidentification-->
<kmehr:hcparty>
<kmehr:id S="INSS S\E"1.0">8xxxxxxxx2</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0">12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">persnurse</kmehr:.cd>
<kmehr:firstname>Nurse first name/kmehr:firstname>
<kmehr:familyname>Nurse family name/kmehr:familyname>
</kmehr:hcparty>
</core:author>
<core:dates2016-03-31</core:date>
<core:time>09:41:27.0Z/core:time>
</core:request
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<core:consent

<I-- Patient identification->

<core:patient
<core:idS="INSS S\E"1.0">0xxxxxxxxx&/core:id>
<core:id S="ISFCARDNOS\E"1.0">9xxxxxxxx8/core:id>

</core:patient

<core:cdS="CDCONSENTTYPREA"1.0'>retrospective</core:cd>

<core:signdate2016-03-31</core:signdate

</core:consernt
</PutPatientConsentRequest

5.2.3 Method PutPatientConsent

5.2.3.1 Functional description

Service name PutPatientConsent

Purpose This service should be used by theetmi SNE (2 RSOf NS |y W
behalf of the patient.

Input parameters | 1)  Theinformation about the request:
1 Identification of the request.
T LRSYGATAOL (A 2 ydz2FpeFointhg thedagiet.NJ 6 WSy
9 Date, time of the request.
2)  The information about the consent:
1 The identification data of the concerned patient (mandatory):
o Patient SSIN (mandatory)
0 Patient SSIN support card number (mandatoejher elDor ISI+
However, the support card number is NOT mandatory when
o the endusers who declare the informed patient consent are:

9 Authorized organization in behalf of a Healthsumance
Organization.

1 Health Insurance Organization.

9 Physician who is holder of the concerned patient Global Med
File.

0 The concernegbatient is a newborn (0 < patient < 3 months)

Nevertheless, if the support card number is provided then it musf
conpliant e.g. correct format, cheeftigit and combination.
Combination verification is performed through the IDSupport
servicé?,

0 The first name and the family name (optional).
1 The type of the consent as described in chapter 2.1.

1 The signing date of the consent (mandatory). This date must be equ
anterior to the request date. If so, it must be also anterior to the current dq

Output parameters | 1) The information about the response:

i Identification of the response.

9 Please refer to the paragraph 5.2.2
10 please refer to https://www.ehealth.fgov.be/ehealthplatform/fr/sendebealthid-supportserviceweb
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1 Identification of the author performing the response.
1  Date, time of the response.
1  The initial request.
2) An acknowledge indicating the completion of the request:
1  The status of the completion.
1  The possible errors including the error code and its description.

Postcondition 1  The informed patient consent is stored in DB with following relevant
information:

- The SSIN of the concerned patient.
- The signing date of the consent.

- The consent type.

The author of the request.

1  Therequestis logged.

Possible exceptions 1) Technical error.
2) Invalid or incorrect data:
i Invalid transaction identifier.
Invalid request sender.
Invalid healthcare party identifier (invalid SSIN, invalid NIHII).
Missing patient identification data (SSIN and/or support card number).

Invalid patient dentifier (invalid SSIN or SSIN does not correspond to
provided support card number).

Invalid consent type.

=A =4 -4 =4

Invalid date of declaration (the date of signing is posterior to the current d
Active consent already exists for the concerned patient.
Theconsent of a deceased patient cannot be updated

=A | =2 = =4 =4

Comments Identification of patient The patient is identified by his SSIN number.

oF o Miicar
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5.2.3.2 Input argumentiiPutPatientConsentRequest

A request from the endiser for the declaration of patient consentdsscribed as follows:

core:PutPatientConsentRequestType

PutPatis onsentReq

B

consent [

i

¢ K&quesQ LJF NI} YSGSNI 3 4§ KSNA
i The information about the request (id, date, time),
i The author of the request (endser).

¢ K&ns¢h LI NI YSGSNI O2 S N&

i The patient identification.

i The consent type.

i Thesigning date of the consent.

Parameter Attributes

Comments

request [1] id [1] Identifier of the request within

the caller system.

Identifies themessage
within the system according
to IDDKMEHR identification
systent?.

Must contain a value with
50alphanumeric as
maximum length.

author [1] Sender of the request

represented a sequence of

This idormation must be
also coherent with the
information provided in the
technical identification and

11 Please refeto https://www.ehealth.fgov.be/standards/kmehr/en/page/header
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hcpartyelements and hcparty
identification®2.

[optional] apatient element
and patient identification

[optional] apersonelement and
person identification

authentication system (i.e.
certificate and SAME
assertion)

date [1] Date of the request. Format YY¥¥MM-DD

time [1] Time of the request. Format hh:mm:ss

maxrows[01] n/a

consent [1] patient [1] Identification of the concerned | Identification must be
patient. composed of at least the

patient SSIN (mandatory).
The SSIN support card
number(elD,ISI+) is also
mandatoryexcept forthe
end-user profilesvherethe
concerned patient
mentioned the functional
description.

cd [12] The consent type. Corresponds to a value of

the Kmehr table CD
CONSENT. Currently, only
2y S (@& lei®speciivl®
as value is supportédi

signdate [01]

The date of the declaration of
patient consent.

Format YYYMM-DD

This information is
mandatory even if defined
as optional in the xml
schema definition.

revokedate [01]

n/a

Format YY¥MM-DD
If provided, the date of the
revocation is discarded.

author [0-1]

The author of the declaration.

If provided, this information
is discarded.

Example PutPatientConsentRequest.xml

<?xml version="1.0" encoding="U8F?>

<PutPatientConsentRequest

xsi:schemalocatiarihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd
xmins="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehigchema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

12 please refer to the paragraph 5.2.2
13 See cookbook STS service
14 Please refer to the paragraph 2.1
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<core:request
<core:idS\#"1.0" S="ID-KMEHR>19900003320130515090927123core:id>
<core:authop
<I-- Physician software identificatior>
<kmehr:hcparty

<kmehr:idS\#"1.0" S="LOCALSI="application_ID>1990000332/kmehr:id>

<kmehr:cdS\£"1.1" S="CBHCPART¥application</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<l-- Physician identificatior>
<kmehr:hcparty
<kmehr:idS\£"1.0" S="INSS>Exxxxxxxxk</kmehr:id>
<kmehr:idS\£"1.0" S="ID-HCPART¥12345678918/kmehr:id>
<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysiciarn/kmehr:cd
<kmehr:firsthnamePhysician first namdkmehr:firsthname

<kmehr:familynamePhysician family namg&kmehr:familyname
</kmehr:hcparty

</core:authop
<core:date>201305-15</core:date>
<core:time>09:09:27.0Z/core:time>
</core:request
<core:consernt
<I-- Patient identification->
<core:patient
<core:idS="INSS S\E£"1.0">8xxxxxxxxxd/core:id>
<core:id S="EIDCARDNOS\E"1.0">5xxxxxxxxxx& core:id>

<core:firstnameJohrx/core:firsthname
<core:familynameDoe</core:familyname

</core:patient
<core:cdS="CDCONSENTTYRE£"1.0'>retrospective</core:cd>
<core:signdate2013-05-15</core:signdate
</core:consert
</PutPatientConsentRequest
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5.2.3.3 Output argumentiiPutPatientConsentResponge

The reply, as sent back by the PutPatientConsent method, is described as follows:

PutPatientConsentResponse EI—(-'"-:EI—

¢ K&spbhs® LJ NI YSGSNI IF GKSNE (GKS St SYSyda NBfFdGA@S

1 The information about the response (id, date, time).

1 The sender of the response.

1 The initial request of the declaration.

¢ K &cknéwledg® LI N} YSGSNI 3 GKSNA (GKS St

1 The service complain (dscomplete,

1 The errors or exceptions occurred during the service execution.

Parameter Attributes Comments
response [1] id [1] Identifier of the response within
the responder system.
author [1] Sender of the response.
date [1] Date of theresponse. Format YY¥MM-DD
time [1] Time of the response. Format hh:mm:ss

request [1]

The initial request of the
declaration.

acknowledge [1] iscomplete [1]

Indicates whether the executior,
has been successfully
completed.

error [0-*]

Indicates the error/exception
descriptions.

The execution is successful
(WG Nibitse @onsent has
been correctly stored in DB.
Whenthe consent already
existsin DB, the execution is
considered unsuccessful
WFhHtasQ
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Example PutPatientConsentResponse.xml
1  Successful completion

<?xml version="1.0" encoding="U8F?>

<PutPatientConsentResponse

xsi:schemalocaticsihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_protocl0.xsd
xmlns="http://www.ehealth.fgov.be/hubservices/protocol/vV2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/NV2
xmlns:kmehe"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xskE"http://www.w3.0rg/2001/XMLSchemdnstance>

<core:response
<core:idS="ID-KMEHRS\£"1.0">1990000332.PZ8NMBHZY RA®Dre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.0">0orgpublichealtk/kmehr:cd
<kmehr:name*Respondeprganizatior/kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name>
</kmehr:hcparty
</core:authop
<core:dates201305-15</core:date>
<core:time>09:0928.0%/core:time>
<core:request
<core:idS\#"1.0"' S="ID-KMEHR>19900003320130515090927123core:id>
<core:authop
<kmehr:hcparty
<kmehr:idS\£"1.0' S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CBHCPART¥applicatior</kmehr:cd>
<kmehr:namePhysician software nam@kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS\E"1.0" S="INSS>bhxxxxxxxxk</kmehr:ic>
<kmehr:idS\#"1.0"' S="ID-HCPARTY¥1234567891&/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPART¥persphysician/kmehr:cd
<kmebhr:firstnamePhysician first namgkmehr:firsthame

<kmehr:familynamePhysician family nam#&kmehr:familyname
</kmehr:hcparty

</core:authop
<core:dates201305-15</core:date>
<core:time>09:09:27.0Z/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
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</core:acknowledge
</PutPatientConsentResponse

1 Unsuccessful completion
<?xml version="1.0" encoding="U8F?>

<PutPatientConsentResponse

xsi:schemal ocatierthttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices proto&l0.xsd

xmlns="http://www.ehealth.fgov.be/hubservices/protocol/vV2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/N2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response
<coreid S="ID-KMEHRS\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>080939442%/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.0">orgpublichealtk/kmehr:cd>
<kmehr:nameResponder organizatieiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CBHCPARTYS\£"1.0">application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name>
</kmehr:hcparty
</core:authop
<core:dates2013-05-15</core:date>
<core:time>09:09:28.0Z&/core:time>
<core:request
<core:idS\#"1.0"' S="ID-KMEHR>19900003320130515090927123core:id>
<core:author>
<kmehr:hcparty
<kmehr:idS\£"1.0' S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPARTYapplicationr</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS\E"1.0" S="INSS>bxxxxxxxxk</kmehr:icd>
<kmehr:idS\£"1.0' S="ID-HCPARTY¥12345678918/kmehr:id>
<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysiciarn/kmehr:cd>
<kmehr:firstnamesPhysician first namekmehr:firsthame

<kmehr:familynamePhysician family namg&kmehr:familyname
</kmehr:hcparty

</core:authop
<core:dates201305-15</core:dae>
<core:time>09:09:27.0Z/core:time>
</core:request
</core:response

oF o Miicar
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<core:acknowledge
<core:iscompletefalse</core:iscomplete
<core:error
<kmehr:cdS\#"1.0"' S="CDERRORCO.INPUT.28kmehr:cd>
<kmehr:description.i="en-us'>The signing date is mandaterfkmehr:descriptiom
</core:error>
</core:acknowledge
</PutPatientConsentResponse

5.2.3.4 Review of some error codes

When a business error has occurred, then tbeompletefield of the acknowledje element is set tdalse The
acknowledge block of the reply message sent after an error has occurred looks as follows:

<acknowledge
<iscompletefalse</iscomplete
<error>

<cd S\£"1.0' S="CDERRORerror_codec/cd>
<descriptionL.="EN'>error_descriptior/descriptiorr

</error>
</acknowledge
The table below provides an overview of some possible errors returned by the service for this method.

Error type Code Description
MH2.INPUT MH2.INPUT.2 Invalid request sender
Invalid Input ' \H2 INPUT.15 | Invalid signing date
MH2.INPUT.16 | The date of signing cannot be posterior to the current date
MH2.INPUT.19 | Invalid patient identifier
MH2.INPUT.20 | Invalid Healthcare party identifier
MH2.INPUT.22 | Invalid transaction identifier
MH2.INPUT.24 | Invalid consent type
l;/l;ﬁq.g;grl]iss MH2.ACCESS.8  Consent already exists for the patient
CO'U.PD.ATE CO.UPDATE.O1 | The consent of a deceased patient cannot be updated
Permission
CO.INPUT CO.INPUT.25 The signing date imandatory
Missing Input  co INPUT.30 | The support card number of the patient INSS is mandatory.
IDS2.INPUT IDS2.INPUT.53 | Identification data- Format error

IdSupport Cross
Check error

Identification data- Invalid Combination Card:unknown

IDS2.INPUT.70 Info:COMBINATION

Identification data- Data not found Code:BVS00001
IDS2.INPUT.75 Description:Refused by RN supplier
IDS2 INPUT.80 Identification data No result- Code:IDS00011Description:The

CardNumber in request is not valid (checksum error).
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When a system error occurs and persists, pleaser to the contact center (see Par 3.2).

5.2.4 Method RevokePatientConsent

5.2.4.1 Functional description

Service name RevokePatientConsent

Purpose This service should be used by the et S NE (i 2 achhBEX) 20125/ alSy W 2
concerned patient.

Input parameters | 1) The information about the request:
1 Identification of the request.
1 ldentification of thel dzii K 2 MizaSWEWORNING the request.
1 Date, time of the request.
2) The information about the consent to revoke:
9 The identification data of the concerned patient (mandatory):
- Patient SSIN (mandatory)

- Patient SSIN support card numidenandatory): eithe e-ID or
ISI+
The support card number isoweverNOT mandatory when
o the endusers who revoké¢he informed patient consent are:

A Authorized organization in behalf of a Health Insurance
Organization.

A Health Insurance Organization.

A Physician who is holdef the concerned patient Global
Medical File.

0 The concerned patieris a newborn (0 < patient < 3
months)

If the support card number is provided then it must be compliar
e.g. correct format, chee#ligit and combinationCombination
verification is perfomed through the IDSupport v2 servi€e

- The first name and the family name (optional).

1 The type of the consent as described in chapter 2.1.

T¢KS RIFEIGS 2F (KaStveRE 02 B GYAYy OXFYRY (i 2
be equal or anterior to the requéslate. If so, it must be also anterior to the
current date.

Output parameters | 1) The information about the response:
1 Identification of the response.
9 Identification of the author performing the response.
9 Date, time of the response.
9 The initial request.
2) Anacknowledge indicating the completion of the request:
1 The status of the completion.
1 The possible errors including the error code and its description.

15Please refer to paragraph 5.2.2

16 please refer to https://www.ehealth.fgov.be/ehealthplatform/fr/serviebealthid-supportserviceweb
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[0)
(0]
(0]
[0)
(0]

Postcondition i The request is logged.
1 The revoked consent is stored in DB with following relevafarmation:

The SSIN of the concerned patient.
The initial signing date of the consent.
The consent type.

The author of the request.

The revocation date.

=A =4 -4 =4

Possible exceptions 1) Technical error.
2) Invalid or incorrect data:
1 Invalid transaction identifier.
Invalid request sender.
Invalid healthcare party identifier.
Missing patient mandatory information (SSIN and/or support card number).

Invalid patient identifier (invalid SSIN or SSIN does not correspond to the
provided support card number).

1 Invalid consentype.

9 Invalid date of revocation (the date is posterior to the current date).
1 The consent of the concerned patient is already revoked.

91 The consent of the concerned patient does not exist.

1 The consent of a deceased patient cannot be updated.

Comments Identification of patient:the SSIN number identifies the patient
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5.2.4.2 Input argumentfiRevokePatientConsentRequest
Arequestfromtheendizi SNJ F2NJ 6 KS NB G20 A2y 2F |y WIOGA@BSQ O02yas

core:RevokePatientConsentRequestType

RevokePatientConsentRequest E]_(_..._:E— |_

| ConsentType
| —| consent EI—I—(—--—

¢ K&quesQ LJF NI YSGSNJ I GKSNBR G(KS StSySyida NBftIFGAGS (2
i The information about the request (id, date, time),

i The author of the request (endser).

¢ Kénseh LI NI YSGSNI O2 3SNA

i The patient identification.

i The consent type.

1 The revocation date of the consent.
Parameter Attributes Comments
request [1] id [1] Identification of the request Identifies themessagewithin
within the caller system. the system according to D
KMEHR identification
systent”.

17Please refer too https://www.ehealth.fgov.be/standards/kmehr/en/page/header
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Must contain a value with 50
alphanumeric as maximum
length.

author [1] Sender of the request This information must be also
represented a sequence of coherent wth the
hcpartyelements and hcparty information provided in the
identification'®. technical identification and
[optional] apatientelement and | @uthentication system (i.e.
patient identification certificate and SAME
[optional] apersonelement and assertion)
person identification
date [1] Date of the request. Format YY¥MM-DD
time [1] Time of the request. Format hh:mm:ss
maxrows[G1] n/a
consent [1] patient [1] Identification of the concerned Identification must be
patient. composed of at least the
patient SSIN (mandatory).
Thesupport card number
(elD,ISI+) is also mandatory
except for somaisers (see
the functionaldescriptian
5.2.4.1).
cd[1-2] The consent type. Corresponds to a value of the

Kmehr table CELONSENT.
Currently, only one type and
Yktrospectiv® | & QI f
supported®.

signdate [01]

n/a

Format YY¥MM-DD
If provided, the date of the
declaration is discarded.

revokedate[0-1]

The date of the revocation of
patient consent.

Format YY¥MM-DD

This information is
mandatory even if defined as
optional in the xml schema
definition.

author [0-1]

The author of the declaration.

If provided, this information
is discarded.

Example RevokePatientConsentRequest.xml

<?xml version="1.0" encoding="U8F?>

<RevokePatientConsentRequest

xsi:schemal.ocatierihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd
xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/N2

18 Please refer to paragraph 5.2.2
19 See cookbook STS service
20Please refer to paragraph 2.1
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xmlns:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmlns:xst"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request
<core:idS\#"1.0" S="ID-KMEHR>19900003320130515090927123core:id>
<core:authopr
<I-- Physician software identificatior>
<kmehr:hcparty
<kmehr:idS\£"1.0" S="LOCALSI="application_I1D>1990000332/kmehr:id>
<kmehr:cdS\#"1.1" S="CBHCPART¥application</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<l-- Physician identificatior>
<kmehr:hcparty
<kmehr:idS\£"1.0" S="INSS>5xxxxxxxxk</kmehr:id>
<kmehr:idS\#"1.0" S="ID-HCPART¥1234567891&/kmehr:id>
<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysiciarn/kmehr:cd>
<kmebhr:firstnamePhysician first name&kmehr:firstname>

<kmehr:familynamePhysician family nam@kmehr:familyname
</kmehr:hcparty

</core:authop
<core:date>201305-17</core:date>
<core:time>09:09:27.0&/core:time>
</core:request
<core:consernt
<!I-- Patient identification->
<core:patient
<core:idS="INSS S\E£"1.0">8xxxxxxxxxd/core:ic>
<core:id S="EIDCARDNOS\E"1.0">5xxxxxxxxxx& core:id>

<core:firstnamerJohr</core:firstname
<core:familynameDoe</core:familyname

</core:patient
<core:cdS="CDCONSENTTYRE£"1.0'>retrospectives/core:cd>
<core:revokedate201305-17</core:revokedate
</core:consert
</RevokePatientConsentRequest

oF o Miicar
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5.2.4.3 Output argumentiiRevokePatientConsentResporise

The reply, as sent back by the RevokePatientConsent method, is described as follows:

—

core:RevokePatientConsentResponseType

RevokePatientConsentRespon... E]—(—“'—E—

¢ K@&spbhs® LJ NI YSGSNI 3 GKSNE (GKS StSYSyda NBfFGA@S G2
1 The information about the response (idiate, time).
T The sender of the response.
1 The initial request of the declaration.
¢ K &kndwledg® LJ NI YSGSNJ 3F i KSNER (GKS StSySydta NBtFdiAdS
i The service completioriscompletd,
1 The errors or exceptions occurred during the service execution.
Parameter Attributes Comments
response [1] id [1] Identifier of the response withir
the responder system.
author [1] Sender of the response.
date [1] Date of the response. Format YY¥MM-DD
time [1] Time of the response. Format hh:mm:ss

request [1]

Theinitial request of the
revocation.

acknowledge [1] iscomplete [1]

Indicates whether the executio
has been successfully
completed.

The execution is successful
(W i NibiEe fevocation date
has been correctly stored in
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error [0] Indicates the error/exception | DB In the case of the conser
descriptions. is already revoked or
unexisting in DB, the
executon is considered

unsuccessfuW¥ ).t a SQ

Example RevokePatientConsentResponse.xml
1 Successful completion

<?xml version="1.0" encoding="U8F?>

<RevokePatientConsentResponse

xsi:schemal ocatierthttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices proto&l0.xsd
xmlns="http://www.ehealth.fgov.be/hubservices/protocol/vV2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/NV2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response
<core:idS="ID-KMEHRS\£"1.0'>1990000332.PZ8NMBHZY RADre:id>
<core:authopr
<kmehr:hcparty
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.0">orgpublichealtk/kmehr:cd>
<kmehr:nameResponder organizatieiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\+"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name>
</kmehr:hcparty
</core:authop
<core:dates201305-17</core:date>
<core:time>09:09:28.0Z&/core:time>
<core:request
<core:idS\#"1.0"' S="ID-KMEHR>19900003320130515090927123core:id>
<core:authop
<kmehr:hcparty
<kmehr:idS\£"1.0' S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPARTYapplicationr</kmehr:cd>
<kmehr:namePhysician software namékmehr:name

</kmehr:hcparty

<kmehr:hcparty
<kmehr:iidS\#"1.0" S="INSS>bExxxxxxxxk</kmehr:id>
<kmehr:idS\#"1.0' S="ID-HCPART¥12345678918/kmehr:id>
<kmehr:cdS\#"1.1" S="CBHCPARTX¥persphysiciarn/kmehr:cd>
<kmehr:firsthamePhysician first name@kmehr:firsthname
<kmehr:familynamePhysician family nam@&kmehr:familyname

</kmehr:hcparty

</core:authopr
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<core:dates201305-17</core:date>
<core:time>09:09:27.0Z/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
</RevokePatientConsentResporse
1 Unsuccessful completion
<?xml version="1.0" encoding="U8F?>
<RevokePatientConsentResponse

xsi:schemahcatior="http://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd
xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response
<core:idS="IDKMEHR S\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.0">orgpublichealtk/kmehr:cd
<kmehr:nameResponder organizatieiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CBHCPARTYS\£"1.0">application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name
</kmehr:hcparty
</core:authop
<core:date-2013-05-17</core:date>
<core:time>09:09:28.0Z/core:time>
<core:request
<core:idS\+"1.0" S="ID-KMEHR>19900003320130515090927123core:id>
<core:author>
<kmehr:hcparty
<kmehr:idS\#"1.0" S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPARTYapplication</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS\E"1.0" S="INSS>bxxxxxxxxk</kmehr:id>
<kmehr:idS\£"1.0' S="ID-HCPARTY¥12345678918/kmehr:id>
<kmehr:cdS\#"1.1" S="CBHCPARTX¥persphysiciarn/kmehr:cd>
<kmehr:firsthnamesPhysician first namekmehr:firsthame
<kmehr:familynamePhysician family nam@kmehr:familyname

</kmehr:hcparty
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</core:authopr
<core:dates201305-17</core:date>
<core:time>09:09:27.0Z&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletefalse</core:iscomplete
<core:error
<kmehr:cdS\#"1.0" SS"CBERRORMH2.INPUT.2d/kmehr:cd>
<kmehr:description.="en-us">Invalid consent type/kmehr:descriptior
</core:error>
</core:acknowledge
</RevokePatientConsentResportse

5.2.4.4 Review ofsome error codes
When a business error has occurred, then ibgompletefield of the acknowledgeelement is set tdalse The
acknowledge block of the reply message sent after an error has occurred looks as follows:
<acknowledge
<iscompletefalse</isoomplete>
<error>
<cd S\E"1.0" S="CDERRORerror_code</cd>
<descriptionL="EN">error_descriptior/descriptior>
</error>
</acknowledge
The table below provides an overview of some possible errors returned by the service for this method.

Errortype Code Description
MH2.INPUT MH2.INPUT.2 Invalid request sender
Invalid Input MH2.INPUT.19 | Invalid patient identifier

MH2.INPUT.20 Invalid healthcare party identifier

MH2.INPUT.22 Invalid transaction identifier
MH2.INPUT.24 Invalid consent type
MH2.INPUT.32 Invalid revocation date

MH2.INPUT.33 The date of revocation cannot be posterior to the current date

MH2.ACCESS . .
e MH2.ACCESS.9 | No active consent for the patients
Permission
CO.UPDATE )
. CO.UPDATE.O1 | The consent of a deceasedtient cannot be updated
Permission
CO.INPUT CO.INPUT.26 The revocation date is mandatory
Missing Input CO.INPUT.30 The support card number of the patient INSS is mandatory.
IDS2.INPUT IDS2.INPUT.53 Identification data- Format error
IdSupport  Cross ificati i inati .
Check error IDS2.INPUT.70 Identification data- Invalid Combination Card:unknown

Info:COMBINATION
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Identification data- Data not found Code:BVS00001
IDS2.INPUT. 75 Description:Refused by RN supplier
IDS2.INPUT.80 Identification Qat& No re;ult— Codg:IDSOOOl—lDescnptlon:The
CardNumber in request is not valid (checksum error).

2 KSy o0dzaAySaa SNNBNBR 2F (GKS (el aLy@FfAR AyLlzié 2N at
When a system error occurs and persists, please contactdht&act center (See Par 3.2).

5.2.5 Method GetPatientConsent

5.2.5.1 Functional description

Service name GetPatientConsent

Purpose This method allows endsers to check the existence and the latest status of
informed patient consent for the concerned patient.

Input parameters | 1) The information about the request:
1 Identification of the request.
1 LRSYGATAOI A 2 ydze FINT@risring trozieguasi) o WS
1 Date, time of the request.
2) A set of criteria relative to the consent
1 The information of the concerned patient:
- Concerned patient SSIN (mandatory).

- SSIN card number is not mandatory, if provided then it is discarde(
not submitted tothe O2 Y LI A I y OS @férmatd chieckstrh o1
combination)in order to increase thperformance of the consultation.

1 The type of the consent (optional) as described in chapter 2.1.

Output parameters | 1) The information about the response:
9 Identification of the response.
9 Identification of the author performing the response.
1 Date, time of theesponse.
1 The initial request.
2) An acknowledgmentindicating the completion of the request:
I The status of the completion.
1 Optionally the errors (error code and description).

3) Optionally, the information relative to the consent if there is no error and the
consent is active:

1 The SSIN of the concerned patient.
1 The consent type.

1 The date of the declaration.

1 The author of the declaration.

Postcondition The request is logged.

Possible exceptions 1) Technical error.
2) Invalid or incorrect data:

1 Invalidtransaction identifier.

21 please refer to the paragraph 5.2.2
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Invalid request sender.

Invalid healthcare party identifier.

Invalid patient identifier (invalid SSINIDnumbers).
Invalid consent type.

Comments

=a =4 =& —a -

Identification of patient: The patient is identied by his SSIN number.

5.2.5.2 Input argumentfiGetPatientConsentRequeast

Xml schema definition of the request from the ender for a consent consultation looks as follows:

GetPati onsentReq

¢ K&quesQ LJF NI YSGSNJ I GKSNBR (KS StSySyida NBftIFGAGBS
i The information about the request (id, date, time),

i The author of the request (endser).

¢ KSled® LI NI YSGSNI O20SNAR GKS aStSOGA2y ONRGSNRIY
i The information about the concerned patient.

1 Optionally the consent type.

Parameter Attributes Comments
request [1] id [1] Identifier of the request within | Identifies themessagewithin
the caller system. the system according to {D
KMEHR identification
systent?.

Must contain a value with 50
alphanumeric as maximum
length.

22 please refer to tbttps://www.ehealth.fgov.be/standards/kmehr/en/page/header
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author [1] Sender of the request
represented a sequence of
hcpartyelements and hcparty
identification?®.

[optional] apatientelement and
patient identification

[optional] apersonelement and
person identification

This information must be
coherent with the
information provided in the
technical identification and
authentication system (i.e.
certificate and SAMt
assertion)

date [1] Date of the request. Date time of the consultation
Format YY¥MM-DD
time [1] Time of the request. Time of the consultation.
Format hh:mm:ss
maxrows [01] n/a
select [1] patient [1] Identification of the concerned | Patient SSIN (mandatory).
patient. SSIN card number is not
mandatory, if provided it is
discarded i.e. not submitted
G2 O2YLX Al yOS
order to increase the
performance of the
consultation.
consent [01] Theconsent type. Corresponds to a value of th

KMEHRable CBCONSENT.
Currently, only the
Yetrospectiv® @ £ dzS
supported®.

Example.GetPatientConsentRequest.xml
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentRequesisi:schemalocaticrihttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce?_0.xsd xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2

xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehz"http://www.ehealth.fgov.be/standards/kmehigchema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request

<core:idS="IDDKMEHRS\£"1.0">1990000235.201305210909281€80re:ic>

<core:author>
<!I-- Hospital software identificatior>
<kmehr:hcparty

<kmehr:idS="LOCALS\£"1.0" Sl="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>
<kmehr:name-Hospital software name’kmehr:name

</kmehr:hcparty
<!I-- Hospital identification->

23 Please refer to the paragraph 5.2.2
24 See cookbook SEé&rvice

25 Please refer to the paragraph 2.1
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<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0rghospitak/kmehr:cd>
<kmehr:name-Hospital name&/kmehr:name
</kmehr:hcparty
<!I-- Physician identificatiop>
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthname-Physician first namekmehr:firsthame
<kmehr:familynamePhysician family nam&kmehr:familyname
</kmehr:hcparty
</core:authopr
<core:dates201305-21</core:date>
<core:time>09:09:28.0&/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx</core:id>
</core:patient
</core:select
</GetPatientConsentRequest
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5.2.5.3 Output argumentfiGetPatientConsentResponse

The reply, as sent back by the GetPatientConsent method, looks as follows:

GetPatientConsentResponse

*E_E

¢ K@spbhs® LJ NF YSGSNI I+ GKSNAR (KS SftSySyia NBtlIGABS (2

i The information abouthe response (id, date, time).

T The sender of the response.

i The initial request.

¢ K &kndwledg® LJ NI YSGSNJ 3F i KSNER (GKS StSySyda NBtFiABS
i The service completioriscompletd.

1 The errors or exceptions that occurred during the service execution.

¢ K&nse#htQ LI NJ YS G SNy

1 The consent element including patient identification, consent data (the consent type and the signing
date), the identification of the author of the declaration request. This parameter is returned only when
the consent of the consulted paint is active.
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Parameter Attributes Comments

response [1] id [1] Identifier of the response within
the responder system.
author [1] Sender of the response.
date [1] Date of the response Format YY¥¥MM-DD
time [1] Time of the response. Formathh:mm:ss
request [1] The initial request of the

consultation.

acknowledge [1] iscomplete [1] Indicates whether the execution
has been successfully completec

error [0-*] Indicates the error/exception
descriptions.

patient [1] Identification of the concerned | Patient SSIN.
patient.

cd [12] The consent type. Yetrospectivey’.

consent [01]2® .
patient consent.

signdate [01] The date of the declaration of Format YY¥MM-DD

revokedate [01] | n/a

author [0-1] The author of the declaration.

Example:GetPatientConsentResponse.xml

1  Successful completion with an active consent
<?xml version="1.0" encoding="UBF?>

<GetPatientConsentResponsesi:schemalocatiatihttp://www.ehealth.fgov.be/hubservices/protocol/v2

hubservices_protoce2_0.xsd xmlIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response
<core:idS="ID-KMEHRS\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.0">orgpublichealtk/kmehr:cd
<kmehr:name>Responder organizatieiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CBHCPARTYS\£"1.0">application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name»
</kmehr:hcparty

BwSGdz2NYySR 2yfté AF GKS O2yaSyid adlida 2F (KS
27Please refer to the paragraph 2.1
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</core:authop
<core:date201305-21</core:date>
<core:time>09:09:29.0Z/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\#"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">application</kmehr:cd>
<kmehr:nameHospital software namekmehr:name
</kmehr:hcparty
<!I-- Hospital identification->
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0rghospitak/kmehr:cd>
<kmehr:nameHospital name&/kmehr:name
</kmehr:hcparty
<!l-- Physician identificatiop>
<kmehr:hcparty
<kmehr:id S="INSS S\E£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysician/kmehr:cd>
<kmehr:firstnamePhysician first name@kmehr:firsthame
<kmehr:familynamePhysician family nam&kmehr:familyname
</kmehr:hcpary>
</core:authop
<core:date-2013-05-21</core:date>
<core:time>09:09:28.0Z&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
<core:consent
<core:patient
<core:idS="INSS S\E£"1.0">8xxxxxxxxx</core:id>
</core:patient
<core:cdS\£"1.1" SS"CDCONSENTTYPEetrospective</core:cd>
<core:signdate2013-05-16</core:signdate
<core:authop
<l-- Physician software identification>
<kmehr:hcparty
<kmehr:idS\#"1.0" S="LOCALSI="application_ID>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPART¥applicatior</kmehr:cd>
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<kmehr:namePhysician software namékmehr:name

</kmehr:hcparty

<!I-- Physician identificatiop>

<kmehr:hcparty
<kmehr:idS\£"1.0" S="ID-HCPART¥12345678918/kmehr:id>
<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysiciarn/kmehr:cd>
<kmehr:firsthamePhysician first nam@kmehr:firstname
<kmehr:familynamePhysician family nam@kmehr:familyname

</kmehr:hcparty

</core:authop
</core:congnt>
</GetPatientConsentResponse

1  Successful completion with an inactive consent
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentResponsesi:schemalocaticsihttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xse"http://www.w3.0rg/2001/XMLSchemanstance>

<core:response
<core:idS="ID-KMEHRS\£"1.0'>1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.0">orgpublichealtk/kmehr:cd>
<kmehr:nameResponder organizatierikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&kmehr:name
</kmehr:hcparty
</core:authop
<core:date=2013-05-21</core:date>
<core:time>09:09:29.0Z/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281980re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" Sl="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>
<kmehr:nameHospital software name'kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0orghospitak/kmehr:cd>

<kmehr:nameHospital name&/kmehr:name
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</kmehr:hcparty
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0">12345678918/kmehr:ic>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthame-Physician firshame</kmehr:firsthame
<kmehr:familynamePhysician family nam#&kmehr:familyname
</kmehr:hcparty
</core:authop
<core:date-2013-05-21</core:date>
<core:time>09:09:28.0&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
</GetPatientConsentResponse

1 Unsuccessful completion
<?xml version="1.08ncoding="UT®"?>

<GetPatientConsentResponsesi:schemalocatictihttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmlIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xse"http://www.w3.0rg/2001/XMLSchemanstance>

<core:response
<core:idS="ID-KMEHRS\£"1.0">1990000332.PZ8NMBHZY RA®re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.0">orgpublichealtk/kmehr:cd>
<kmehr:nameResponder organizatierikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\£"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name
</kmehr:hcparty
</core:authop
<core:dates201305-21</core:date>
<core:time>09:09:29.0Z&/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281980re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="LOCALS\+"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>

<kmehr:nameHospital software name'kmehr:name

Consent WS SOARookbook v.2.2¢ 12/07/2022 5375



</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">orghospitak/kmehr:cd>
<kmehr:name-Hospital name&/kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthname-Physician first namekmehr:firsthame
<kmehr:familynamePhysician familpame</kmehr:familyname
</kmehr:hcparty
</core:authop
<core:date-2013-05-21</core:date>
<core:time>09:09:28.0Z&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletefalse</core:iscomplete
<core:error>
<kmehr:cdS\#"1.0" S="CBERRORMH2.INPUT &2/ kmehr:cd>
<kmehr:description.="en-us'>Invalid request sendev¥kmehr:descriptior
</core:error>
</core:acknowledge
</GetPatientConsentResponse

5.2.5.4 Review of some error codes

When a business error has occurred, tiseompletefield of the acknowledgeelement is set tofalse The
acknowledge block of the repipessage sent after an error has occurred looks as follows:

<acknowledge
<iscompletefalse</iscomplete
<error>
<cd S\="1.0" S="CDERRORerror_code</cd>
<descriptionL.="EN'>error_descriptior/descriptiorr
</error>
</acknowledge

The tablebelow provides an overview of some possible errors returned by the service for this method.

Error type Code Description
MH2.INPUT MH2.INPUT.2 Invalid request sender
Invalid Input MH2.INPUT.19 Invalid patient identifier
MH2.INPUT.20 Invalid healthcargoarty identifier
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MH2.INPUT.22 Invalid transaction identifier

MH2.INPUT.24 Invalid consent type

2 KSy o0dzaAySaa SNNBNBR 2F GKS (el aLy@FfAR LyLlzié

When a system error occurs and persists, pleas#act the contact center (See Par 3.2).

5.2.6 Method GetPatientConsergtatus

5.2.6.1 Functional description

Service name

GetPatientConsesttatus

Purpose

This method allows endsers to check the existence and the latest status of
informed patient consent fothe concerned patientThe difference between thig
method and GetPatientConsent is that the consent status is displayed here

Input parameters

1) The information about the request:
1 Identification of the request.
1 LRSYGATAOI A 2 ydze Ppafoknting thelmégueatNI o WS
1 Date, time of the request.
2) A set of criteria relative to the consent
1 The information of the concerned patient:
- Concerned patient SSIN (mandatory).

- SSIN card number is not mandatory, if provided then it is discarde(
not submitted tothe 02 Y LI A I y OS @férmatd thiecksarh o1
combination)in order to increase the performance of the consultatiol

1 The type of the consent (optional) as descdhie chapter 2.1.

Output parameters

1) The information about the response:
9 Identification of the response.
1 Identification of the author performing the response.
1 Date, time of the response.
1 The initial request.
2) An acknowledge indicating the completion of thegjuest:
1 The status of the completion.
1 Optionally the errors (error code and description).

3) Optionally, the information relative to the consent if theeis no error and the
consent existgactiveor inactive)

The SSIN of the concerned patient.

The consentype.

The date of the declaration.

The consent status (GIVEN, REVOKED or DECEASED).
9 The author of the declaration.

= =4 —a -4

Postcondition

The request is logged.

Possible exceptions 1) Technical error.
2) Invalid or incorrect data:
1 Invalid transaction identifier.

28 please refer to the paragraph 5.2.2
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Invalid request sender.

Invalid healthcare party identifier.

Invalid patient i@ntifier (invalid SSIN, eliumbers).
1 Invalid consent type.

= =4 =

Comments Identification of patient: The patient is identified by his SSIN number.

5.2.6.2 Input argumentfiGetPatientConser8tatuRequesb

Xml schema definition of the request from the ender for a consent consultation looks as follows:

GetPatientConsentStatusReque... @

¢ K ques) LI NJ M&ditte Nnihts relative to:

1 The information about the request (id, date, time),

1 The author of the request (al-user).

¢ KSeled® LI NI YSGSNI O20SNRBR GKS &aStSOiGA2y ONRGSNRIY
1 The information about the concerned patient.

1 Optionally the consent type.

Parameter Attributes Comments
request [1] id [1] Identifier of the equest within Identifies themessagewithin
the caller system the system according to {D
KMEHR identification
systent®.

29 Please refer thittps://www.ehealth.fgov.be/standards/kmehr/en/page/header
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https://www.ehealth.fgov.be/standards/kmehr/en/page/header

Must contain a value with 50
alphanumeric as maximum

length.
author [1] Sender of the request This information must be
represented a sequence of coherent with the
hcpartyelements and hcparty information provided in the
identification®. technical identification and
[optional] apatientelement and = @uthentication system (i.e.
patient identification certificate and SAME
: assertion)
[optional] apersonelement and
person identification
date [1] Date of the request Date time of the consultation
Format YY¥MM-DD
time [1] Time of the request Time of the consultation
Format hh:mm:ss
maxrows [01] n/a
select [1] patient [1] Identification of the concerned | Patient SSIN (mandatory).
patient SSIN card number is not
mandatory, if provided then
it is discarded i.e. not
adzo YAGUGSR (2
validation in order to increas¢
the performance of the
consultation.
consent [01] The consent type Corresponds to a value of th

KMEHRable CBCONSENT.
Currently, only the
Yetrospectiv® @ £ dzS
supported?.

ExampleGetPatientConsei8tatuskequest.xml
<?xml version="1.0" encoding="U8F?>

<GetPatientConseritatuRequestxsi:schemalocaticrthttp://www.ehealth.fgov.be/hubservices/protocol/v2
hubservices_protoce2_0.xsd xmins="http://www.ehealth.fgov.be/hubservices/protocol/V2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€8ore:id>
<core:author>
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>

30 Please refer to the paragraph 5.2.2
31 See cookbook STS service
32 please refer to the paragraph 2.1
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<kmehr:nameHospital software name'kmehr:name
</kmehr:hcparty
<!I-- Hospital identification->
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0rghospitak/kmehr:cd>
<kmehr:nameHospital name&/kmehr:name
</kmehr:hcparty
<!I-- Physician identificatiop>
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthnamesPhysiciarfirst name</kmehr:firsthame
<kmehr:familynamePhysician family nam#&kmehr:familyname
</kmehr:hcparty
</core:author
<core:date-2013:05-21</core:date>
<core:time>09:09:28.0Z&/core:time>
</core:request
<core:select
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx</core:id>
</core:patient
</core:select
</GetPatientConsertatuRequest
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5.2.6.3 Output argumentiiGetPatientConsergtatusResponseé
The reply, as sent back by the GetPatientCorStttismethod, looks as follows:

response [

[G etPatientConsentStatusRespo... @_.

[ ————— 1

ConsentWith StatusType

|
|
|
|

¢ K&spbhs® LI NI YSGSNI 3 GKSNE (GKS StSYSyda NBfFGAGS G2

1 The information about the response (id, date, time).

T The sender of the response.

i The initial request.

¢ K &kndwledg® LJ NI YSGSNJ 3F i KSNER (GKS StSySyda NBtFGABS
i Theservice completionigcompletd.

1 The errors or exceptions that occurred during the service execution.
¢ K&ns¢hd LI NI YS G SNY
i The consent element including patient identification, consentd#ite consent typethe signing datand

the statug, the identification of the author of the declaration requeStis parameter is only returned
when the consent of the consulted patient exists (active or inactive).

Parameter Attributes Comments
response [1] id [1] Identifier of the respase within
the responder system
author [1] Sender of the response
date [1] Date of the response Format YY¥MM-DD
time [1] Time of the response Format hh:mm:ss
request [1] The inital request of the

consultation
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acknowledge [1] iscomplete [1] | Indicateswhether the execution
has been successfully complete

error [0-*] Indicates the error/exception
descriptions.

patient [1] Identification of the concerned | Patient SSIN.
patient.

cd [1-2] The consent type Yetrospectivey.

consent [01]33 patient consent

signdate[0-1] The date of thedeclaration of Format YY¥MM-DD

revokedate [01] | n/a

author [0-1] The author of the dclaration

status [1] The status of the consent GIVEN, REVOKED, DECEAS

Example:GetPatientConse@tatuikesponse.xml

1 Successful completion with an active consent
<?xml version="1.0" encoding="UBF?>

<GetPatientConseritatuResponse

xsi:schemal ocaticrihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd

xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xse"http://www.w3.0rg/2001/XMLSchemanstance>

<core:response
<core:idS="ID-KMEHRS\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.0">orgpublichealtk/kmehr:cd>
<kmehr:name*Respondeprganizatior/kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name
</kmehr:hcparty
</core:authop
<core:dates201305-21</core:date>
<core:time>09:0929.0%/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<!I-- Hospital software identificatiop>

BWwSGdzNYySR 2yteé AF GKS O2yalSyid aidliddza 2F (K
34 Please refer to the paragraph 2.1
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<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" SI="application_1D>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">application</kmehr:cd>
<kmehr:nameHospital software name’kmehr:name
</kmehr:hcparty
<!I-- Hospital identification->
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">0rghospitak/kmehr:cd>
<kmehr:nameHospital name&/kmehr:name
</kmehr:hcparty
<!I-- Physician identificatiop>
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CBHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthamesPhysician first namekmehr:firsthame
<kmehr:familynamePhysician family namg&kmehr:familyname
</kmehr:hcparty
</core:author>
<core:date-2013:05-21</core:date>
<core:time>09:09:28.0Z/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
<core:consent
<core:patient
<core:idS="INSS S\E£"1.0">84xxxxxxxx¥</core:icd>
</core:patient
<core:cdS\£"1.1" SS"CDCONSENTTYPEetrospective</core:cc>
<core:signdate2013-05-16</core:signdate
<corestatus>GIVEN/core status>
<core:authop
<!I-- Physician software identificatior>
<kmehr:hcparty
<kmehr:idS\£"1.0' S="LOCALSI="application_ID>1990000332/kmehr:ic>
<kmehr:cdS\£#"1.1" S="CDHCPART¥applicatior</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<l-- Physician identificatior>
<kmehr:hcparty
<kmehr:idS\#"1.0"' S="ID-HCPART¥1234567891&/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPART¥persphysician/kmehr:cd>
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<kmehr:firsthamePhysician first namekmehr:firsthname
<kmehr:familynamePhysician family nam&kmehr:familyname
</kmehr:hcparty
</core:authop
</core:conser
</GetPatientConsertatusResponse

1 Successful completion with an inactive consgfREVOKED)

<?xml version="1.0" encoding="U8F?>

<GetPatientConseritatusResponse

xsi:schemal ocatierthttp://www.ehealth.fgov.be/hubservices/protocol/vhubservices_protoce? 0.xsd
xmIns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmins:kmeh#"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLSckmainstancé>

<core:response
<core:idS="IDKMEHR S\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.0">orgpublichealtk/kmehr:cd
<kmehr:nameResponder organizatieiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CBHCPARTYS\£"1.0">application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name
</kmehr:hcparty
</core:authop
<core:date-2013-05-21</core:date>
<core:time>09:09:29.0Z&/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" Sl="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>
<kmehr:nameHospital software namekmehr:name
</kmehr:hcparty
<!I-- Hospital identification->
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0orghospitak/kmehr:cd>

<kmehr:name-Hospital name&/kmehr:name

</kmehr:hcparty
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<!I-- Physician identificatiop>
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0">12345678918/kmehr:ic>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthname-Physician first namekmehr:firsthame
<kmehr:familynamePhysician family nam#&kmehr:familyname
</kmehr:hcparty
</core:authop
<core:dates2013-05-21</core:date>
<core:time>09:09:28.0&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
<core:consent
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxxx</core:id>
</core:patient
<core:cdS\£"1.1" SS"CDCONSENTTYPEetrospective</core:cc>
<core:signdate2013-05-16</core:signdate
<corestatussSREVOKEcore status>
<core:authop
<!l-- Physician software identificatiors>
<kmehr:hcparty
<kmehr:idS\£"1.0' S="LOCALSI="application_ID>1990000332/kmehr:ic>
<kmehr:cdS\£#"1.1" S="CDHCPART¥applicatior</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<I-- Physician identificatior>
<kmehr:hcparty
<kmehr:idS\#"1.0' S="ID-HCPART¥1234567891&/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPART¥persphysician/kmehr:cd
<kmehr:firstnamePhysician first namgkmehr:firsthname
<kmehr:familynamePhysician family mae</kmehr:familyname
</kmehr:hcparty
</core:authop
</core:consent
</GetPatientConsertatuResponse

1 Successful completion with an inactive consgi@ECEASED)

<?xml version="1.0" encoding="U8F?>

<GetPatientConseritatusResponse
xsi:schemal ocatiarthttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices proto&l0.xsd
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xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/N2
xmlns:kmehs"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response
<core:idS="IDKMEHRS\£"1.0">1990000332.PZ8NMBHZY RADre:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.0">orgpublichealtk/kmehr:cd
<kmehr:name-Responder organizatisiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\£"1.0">application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name>
</kmehr:hcparty
</core:authop
<core:dates2013-05-21</core:date>
<core:time>09:09:29.0Z&/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<!I-- Hospital software identificatior>
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" Sl="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\+"1.1">applicatior</kmehr:cd>
<kmehr:nameHospital software namekmehr:name
</kmehr:hcparty
<!I-- Hospital identification->
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">0rghospitak/kmehr:cd>
<kmehr:name-Hospital name&/kmehr:name
</kmehr:hcparty
<I-- Physician identificatior>
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CBDHCPARTYS\£"1.1">persphysician/kmehr:cd
<kmehr:firsthnamesPhysiciarfirst name</kmehr:firsthame
<kmehr:familynamePhysician family nam@kmehr:familyname
</kmehr:hcparty
</core:authop
<core:dates201305-21</core:date>
<core:time>09:09:28.0&/core:time>
</core:request
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</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
<core:consent
<core:patient
<core:idS="INSS S\E"1.0">8xxxxxxxx¥</core:id>
</core:patient
<core:cdS\£"1.1" SS"CDCONSENTTYPEetrospective</core:cd>
<core:signdate2013-05-16</core:signdate
<corestatussDECEASEzorestatus>
<core:authopr
<I-- Physician software identificatior>
<kmehr:hcparty
<kmehr:idS\£"1.0" S="LOCALSI="application_I1D>1990000332/kmehr:id>
<kmehr:cdS\£"1.1" S="CDHCPARTYapplication</kmehr:cd>
<kmehr:namePhysician software namékmehr:name
</kmehr:hcparty
<!l-- Physician identificatiop>
<kmehr:hcparty
<kmehr:idS\£"1.0" S="ID-HCPARTY¥12345678916&/kmehr:id>
<kmehr:cdS\£#"1.1" S="CDHCPART¥persphysician/kmehr:cd
<kmehr:firstnamePhysician first name@kmehr:firsthname
<kmehr:familynamePhysician family nam#&kmehr:familyname
</kmehr:hcparty
</core:authop
</core:conser
</GetPatientConsertatusResponse

1 Successful completiowhen there is no consent
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentStatusResponse

xsi:schemal ocatiarihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd
xmins="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/v2
xmins:kmehe"http://www.ehealth.fgov.be/standards/kmehr/schema/vl
xmins:xste"http://www.w3.0rg/2001/XMLSchemdanstance>

<core:response
<core:idS="IDKMEHRS\£"1.0">1990000332.PZ8NMBHZY RA®re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£#"1.0"'>0rgpublichealtkk/kmehr:cd>
<kmehr:nameResponder organizatierikmehr:name
</kmehr:hcparty
<kmehr:hcparty
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<kmehr:cdS="CDHCPARTYs\£"1.0"'>application</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name
</kmehr:hcparty
</core:authop
<core:dates2013-05-21</core:date>
<core:time>09:09:29.0Z/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="LOCALS\#"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">applicatior</kmehr:cd>
<kmehr:nameHospital software name’kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">0rghospitak/kmehr:cd>
<kmehr:nameHospital name&/kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:id S="INSS S\E£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678918/kmehr:id>
<kmehr:cdS="CDHCPARTYS\#"1.1">persphysician/kmehr:cd>
<kmehr:firstnamePhysician first name@kmehr:firsthame
<kmehr:familynamePhysician family nam&kmehr:familyname
</kmehr:hcparty
</core:authop
<core:dates2013-05-21</core:date>
<core:time>09:09:28.0Z&/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletetrue</core:iscomplete
</core:acknowledge
</GetPatientConsertatuResponse

1 Unsuccessful completion
<?xml version="1.0" encoding="U8F?>

<GetPatientConsentStatusResponse
xsi:schemalocatierihttp://www.ehealth.fgov.be/hubservices/protocol/v2 hubservices_proto&l0.xsd
xmlns="http://www.ehealth.fgov.be/hubservices/protocol/v2
xmins:core"http://www.ehealth.fgov.be/hubservices/core/V2
xmlns:kmehe"http://www.ehealth.fgov.be/standards/kmehigchema/vl
xmins:xsE"http://www.w3.0rg/2001/XMLScheménstancé>

<core:response

<core:idS="IDKMEHRS\£"1.0">1990000332.PZ8NMBHZY RA®re:id>
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<core:authopr
<kmehr:hcparty
<kmehr:idS="ID-HCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.0"'>0rgpublichealtk/kmehr:cd
<kmehr:name-Responder organizatisiikmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:cdS="CDHCPARTYS\£"1.0">applicatior</kmehr:cd>
<kmehr:name-Consent W&/kmehr:name>
</kmehr:hcparty
</core:authop
<core:date=2013-05-21</core:date>
<core:time>09:09:29.0Z/core:time>
<core:request
<core:idS="ID-KMEHRS\£"1.0">1990000235.201305210909281€980re:id>
<core:authop
<kmehr:hcparty
<kmehr:idS="LOCALS\£"1.0" SI="application_ID>1990000235/kmehr:id>
<kmehr:cdS="CDHCPARTYS\+"1.1">applicatior</kmehr:cd>
<kmehr:nameHospital software namekmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:idS="IDHCPARTYS\£"1.0'>12345678%/kmehr:id>
<kmehr:cdS="CDHCPARTYS\£"1.1">0rghospitak/kmehr:cd>
<kmehr:nameHospital name&/kmehr:name
</kmehr:hcparty
<kmehr:hcparty
<kmehr:id S="INSS S\£"1.0">8xxxxxxxx&</kmehr:id>
<kmehr:id S="ID-HCPARTYS\£"1.0'>12345678918/kmehr:ic>
<kmehr:cdS="CDHCPARTYS\£"1.1">persphysician/kmehr:cd>
<kmehr:firsthnamesPhysician first namekmehr:firsthame
<kmehr:familynamePhysician family namg&kmehr:familyname
</kmehr:hcparty
</core:authop
<core:date-2013-05-21</core:date>
<core:time>09:09:28.0Z/core:time>
</core:request
</core:response
<core:acknowledge
<core:iscompletefalse</core:iscomplete
<core:error>
<kmehr:cdS\£"1.0" SS"CBERRORMH2.INPUT &2/ kmehr:cd>
<kmehr:description.="en-us'>Invalid request sendevkmehr:descriptior
</core:error>
</core:acknowledge

oF o Miicar

Consent WS SOARo0okbook v.2.2¢ 12/07/2022

67/75



</GetPatientConseritatufResponse

5.2.6.4 Review of some error codes

When a business error has occurred, then ibeompletefiled of theacknowledgeelement is set tdalse The
acknowledge block of the reply message sent after an error has occurred looks as follows:

<acknowledge
<iscomplee>false</iscomplete
<error>
<cd S\£"1.0' S="CDERRORerror_codec/cd>
<descriptionL="EN">error_descriptior:/descriptior>
</error>
</acknowledge

The table below provides an overview of some possible errors returned by the service foethisd.

Error type Code Description
MH2.INPUT MH2.INPUT.2 Invalid request sender
Invalid Input MH2.INPUT.19 | Invalid patient identifier

MH2.INPUT.20 Invalid healthcare party identifier
MH2.INPUT.22 Invalid transaction identifier
MH2.INPUT.24 Invalid consent type

2 KSy o0dzaAySaa SNNBNAR 2F (GKS (el aLy@FIfAR LyLdzié 2N at
When a system error occurs and persists, please contact the contact center (See)Par 3.2
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6. Risks and security

6.1 Risks & safety

6.2 Security

6.2.1 Business security

In case the developmerddsan additional use case based on an existing integratitmeHealthplatform
must be informed at least one month in advance with a detailed estimate of the expected load. This will ensure
an effective capacity management.

In case of technical issues on 5 the parthner may obtain support from the contaceater (see Chap 3)

In casethe eHealthplatform finds a bug or vulnerability in its softwareye advisethe partnerto update his
applicationwithin 10 business daywith the newest version of the software.

In case the partner finds a bug or vulnerability in the software or web service tiet eHealthplatform
makes availablehe is obliged to contact and inforrmsimmediately. Heis not allowed under any
circumstancego publish this bug or vulnerability

6.2.2 Web service

WSsecurity used in this manneriis accordance withhe common standards. Your call will provide:
1 SSL one way
1 dTimeto-liveé of the message: one minute.

91 Signature of the timestapy body and binary security token. This will allitve eHealthplatform to verify
the integrity of the message and the identity of the message author.

1 No encryption on the message.
6.2.3 The use of username, password and token

The username, password and toker atrictly personal Partners and clients are not allowed to transfer them.
Every user takes care of his username, password and tokeheaisdorced to confidentiality of itUntil
inactivation,every user is responsible of every ugeludingthe use bya third party.

oF o Miicar

Consent WS SOARookbook v.2.2¢ 12/07/2022 69/75



7. Test and release procedure

7.1 Procedure

This chapter explains the procedurfes testing and releasing an applicatiomacceptation oproduction.

7.1.1 Initiation

If you intend to use the eHealhlatform service, please contaatfo@ehealth.fgov.be The poject
department will provide yowvith the necessarynformation and mandatory documents.

7.1.2 Development and test procedure

You have to develop a cliemt orderto connect b our WS Mostof the information neededo integrate is
publishedon the portal of the eHealth platform

Upon requestind depending on the casthe eHealthplatform provides youwith a mockup service or test
casesn order for youto test your client before releasingin the acceptance environment.

7.1.3 Release procedure

When development tests are successful, you can request to accessdbptance environmentf the eHealth
platform. From this moment, you stathe integration and acceptance testSheeHealthplatform suggess
testing during minimum one month.

After successful acceptance tests, the partner senidéi S& G ' YR LISNF2NX I yOS NBadzZ Ga oAl
NBljdzSaidé¢ | yR bySmditd Hisipdint of obritastd thé eHealth platform

Once aelease date has been agreed ohetHealthplatform prepares the connection to the production

environment and provides the partn&vith the necessary information. During the release day, the partner

providesthe eHealthplatform with feedbackon the testand performance tests.

For further information and instructions, please contdntegration-support@ehealth.fgov.be

7.1.4 Operational followup

Once in prodution, the partnerusing the eHealthplatform service for one ofiisapplications will always test in
the acceptance environmeriirst before releasing any adaptations loik applicationin production In addition,
he will inform the eHealthplatform on the progressand test period.

7.2 Test cases

eHedth recommends performing tests for all of the following cases:
PutPatientConsent: successful declaration mirsformed patient consent

RevokePatientConsent: successful revocatiban informed patient consent

1

1

1 GetPatientConsent: successful consultatitatiss of an informed patient consent

1 GetPatientConse8tatus successful consultation status of an infornpatient consent
1

In addition, the organization should also run negative test cases
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8. Error and failure messages

8.1 Business errors

Business errors in eHealth Cons®iare described as follows (common to all errors returned by the service):
b

_________

_________

Field name Descriptions

Id Foreseen to handle the id of the failed operation

Cd The error code describing the type of the error.
4@ ORé¢ gkneric kype described in the KMEHR standard, see
section:Generic structure.

Description This field contains a short text description of the error.
The attribute L of this field is the language code that can be set, for exar
U2 a9b¢ FT2NI 9y3IftAaKo

url Currently, theurl field is unused.

The business error codes of the eHealth Consent services are described hereunder:

Error type Code Description

Invalid Input MH2.INPUT.2 Invalid request sender
MH2.INPUT.15 Invalid signing date
MH2.INPUT.16 The date of signing cannot be posterior to the current date
MH2.INPUT.19 Invalid patient identifier
MH2.INPUT.20 Invalid healthcare party identifier
MH2.INPUT.22 Invalid transaction identifier.
MH2.INPUT.24 Invalid consent type
MH2.INPUT.32 Invalid revocation date
MH2.INPUT.33 The date of revocation cannot be posterior to the current date
CO.INPUT.25 The signing date is mandatory
CO.INPUT.26 The revocation date is mandatory
CO.INPUT.30 The support card number of the patient INSS@éndatory
IDS2.INPUT.53 Patient Identification data Format error
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IDS2.INPUT.70

Patient Identification data Invalid Combinatior Card:

Kids or E+) COMBINATION

elD (or

Patient Identification data Invalid Combinatiom Card:

Kids or EHpst

elD (or

Patient Identification data Invalid Combinatiom Card:

Kids or E+) stolen

elD (or

Patient Identification data Invalid Combinatior Card:

Kids or E+) destroyed

elD (or

Patient Identification data Invalid Combinatiom Card:

Kids or E+) expired

elD (or

Patient Identification data Invalid Combinatiom Card:

Kids or E+) dead

elD (or

Patient Identification data Invalid Combinatiom Card:

Kids or E+) old card

elD (or

Patient Identification data Invalid Combinatiorg Card:

Kids or E+) cancelled

elD (or

Patient Identification data Invalid Combinatiorg Card:

Kids or E+) card with invalid status

elD (or

Patient Identification data Invalid Combinatior Card:

Kids or E+) undefined

elD (or

Patientldentification data- Invalid Combinatior Card:

COMBINATION

isi

Patient Identification data Invalid Combinatiorg Card:

isi lost

Patient Identification data Invalid Combinatiorg Card:

isi stolen

Patient Identification data InvalidCombinationg Card:

destroyed

isi

Patient Identification data Invalid Combinatiorg Card:

isi expired

Patient Identification data Invalid Combinatiom Card:

isi dead

Patient Identification data Invalid Combinatior Card:

card

isi old

Patient Identification data Invalid Combinatiorg Card:

cancelled

isi

Patient Identification data Invalid Combinatiorg Card:

with invalid status

isi card

Patient Identification data Invalid Combinatiorg Card:

identification has charep

isi data

Patient Identification data Invalid Combinatior Card:

undefined

isi

IDS2.INPUT.75

Patient Identification dat@ Data not found
MSGO0000@, validation error

Patient Identification dat& Data not found
BVS00001 refused by RN supplier

IDS2.INPUT.80

Patient Identification data No result- Code:
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IDS00011 - Description: The CardNumber in request is not va
(checksum error).

Patient Identification data No result- Code:
MSGO00001- Description: no response receiving l§RN

Patient Identification data No result- Code:
MSGO00001- Description: Person deceased

Patient Identification data No result- Code:
MSGO00001- Description: The SSIN has been radiated

Patient Identification data No result- Code:
MSGO00001- Description: sorry, this operation is not done yet

Patient Identification data No result- Code:
MSGO00001- Description: The SSIN has a problem

Patient Identification data No result- Code:
MSGO00005- Description: The SSIN given in request does not ¢

Patient Identification data No result- Code:

MSGO00006- Description: The SSIN given in request has been
replaced

Patient Identification data No result- Code:
MSGO00007- Description: The SSIN given in requsstancelled

Patient Identification data No result- Code:

MSGO00011- Description: The SSIN in request is not valid
(checksum error)

ACCESS MH2.ACCESS.8 | Consent already exists for the patient
Permission MH2.ACCESS.9 | No active consent for the patient
CO.UPDATE

o CO.UPDATE.O1 The consent of a deceased patient cannot be updated
Permission

2 KSy o0dzaAySaad SNNBNE BFSHKSA4GRAPRIFEARPOHANERLIE $LIEz6¢ OSNR T e
When a system error occurs and persists, please contact the contact center (See paragraph 3.2).
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8.2 Technical errors

Technical errors are errors inherent to the internal working oiV8 andreturned asSOAPFaults withthe
following sub elements:

Element name Descriptions Optionality
Faultcode A code for identifying the fault Mandatory
Faultstring A human readable explanation of the fault Mandatory
Faultactor Information about who caused the fault teappen (the origin) Optional

Holds application specific error information related to the Body
element. For example, it couldclude a java stack trace or any
other kind of trace, used internally, to document on the cause
this error.

Detall Optional

The default SOAP faultcode values are defined in an extensible manner that allows for new SOAP faultcode values
to be defined while maintaining backwards compatibility with existing faultcode values.

Element name Descriptions
VersionMismatch Found an invalid namespace for the SOAP Envelope element
MustUnderstand An immediate child e_Iement of the Header element, with the
mustUnderstand attribute set to "1", was not understood
Client The message was incorrectly formed or contained incorrdotimation
Server There was a problem with the server so the message could not proceed
Example:

<?xml version="1.0" encoding="U8F?>
<soapenv:Envelope
<soapenv:Body
<soapenv:Fault
<faultcode>soapenv:Client/faultcode>
<faultstring>SOA0100Xk/faultstring>
<detail>
<soa:SystemErrdd="48dalf13chc240e99907-33cc52deabfO>
<OrigirrConsumex/Origir>
<Code'SOA0100Xk/Code>

<Messagexml:lang="en">Service call not
authenticated</Message

<soa:Environmer#Acceptatior</soa:Environmer
</soa:SystemError
</detail>
</soapenv:Fautt
</soapenv:Body
</soapenv:Envelope

Description of the possible SOAP fault exceptions
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Code Message

SOA00001 Service error

SOA01001 Service call not authenticated
SOA01002 Service call not authorized
SOA02001 Service temporarily not available. Please try later
SOA02002 Message must be SOAP
SOA03001 Malformed message

SOA03002 Message must be SOAP
SOA03003 Message must contain SOAP body
SOA03004 WSI compliancdailure

SOA03005 WSDL compliance failure
SOA03006 XSD compliance failure

SOA03007 Message content validation failure

8.3 Error codes originating from the eHealth platform:

These error codes first indicate a problem in the arguments sent, or a teclenioal

Error code | Component Description Solution

SOA03001 | Consumer

This is the default error for content related erra Malformed message
in case no more details are known.

SOA03002 @ Consumer

Message does not respect the SOAP standard Message must b&OAP

SOA03003 | Consumer

Message respects the SOAP standard, but bor Message must contain
missing. SOAP body

Consent WS SOARookbook
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