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1. Document management

1.1 Document histoy

Version | Date Author Description of changes / remarks

1.0 29/12/2020 SMALS First version

11 24/03/2021 SMALS Added example requests and responsegetSD®ith
New fields

1.2 02/08/2022 eHealth § 2.3 eHealth dcument referencegupdated)
§ 52.6 Tracing (updated)
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2. Introduction

2.1 Goal of the service

The purpose of this service is to provaathenticatedambulanceservicesand hospitalsvith a set of methods
for registeing and consultingEmergency Medical Service RegigE)SRsheets and consuittg SDYShort
Data Servicedata.

GetSheet method will be available for hospitals and ambulance services.
RegisterPartA, RegisterPartB, GetSds method will be available for ambulance services.

Theregisteiing of sheet is done intdmes: first part A is s& when the patient arrives at the hospitaiith
available patientnformation and transaction Later, within 5 days part B is sent with all patient information
and transaction II.

On sheet consultation the system concatenates transaction I, || andZdfsdata (in particular timings) as
transaction Ill. Patient information is always retrieved from part B.

It is possible to separately get SDS data with the GetSds method in order to retrieve addesssriple.

2.2 Goal of the document

In this cookbook, wexplain the structure and content aspects of the possible requests and the replies of EMSR
WS An example illustrates each of those messagieaddition a list of possible errors can be found in this
document.

This information should allow (the IT depaent of) an organization to develop and use WWScall.

Some technical and legal requirements must be met in order to allow the integration of BI8BR:lient
applications.

This document is neither a development nor a programming guide for internakagiphis;eHealthpartners

always keep a total freedom within those fields. Nevertheless, in order to interact in a smooth, homogeneous
and risk controlled way with a maximum of partnegsiealthpartners must commit to comply with

specifications, data forat, and release processes described within this document. In addition, our partners in
the health sector must also comply with the business rules of validation and integration of data within their
own applications in order to minimize errors and incidents.

2.3 eHealth document references

All the document references can be found in the technical library on the eHealth pdrtase versions or any
following versions can be used for the eHealth service.

ID | Title Version Date Author

1 EMSR KMEHR Message 2.12 07/02/2019 HFCSE
Cooklook

2 Glossary.pdf 1.0 01/01/2010 eHealthplatform

3 ST3HolderofKey Cookbook 1. 13/07/2022 eHealth platform

L https://www.ehealth.fgov.be/ehealthplatform/
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4 Cookbook endo-end 2.9 18/07/2022 eHealth platform
vercijfering voor bekende

bestemmeling / encryption end
to-end vers destinataire connu

2.4 External document references

All documents can be found through the internet. They are available to the public, but not supportieel by
eHealthplatform.

ID | Title Source Date Author

1 | OASIS WS security- | https://www.oasis 01/02/2006 | OASIS Standard
SAML Token Profile 1.] open.org/committees/download.php
/16768/wssvl.1specos
SAMLTokenProfile.pdf

2 | Basic Profile Version | http://www.ws- 24/08/2004 | Web Services
1.1 i.org/Profiles/BaicProfilel.1-2004 Interoperability
08-24.html Organization
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3. Support

3.1 Helpdesk eHealth platform

3.1.1 Certificates

In order to access the secured eHealth platform environment you have to obtain an eHealth platform
certificate, used tadentify the initiator of the request. In case you do not have grlease consult the chapter
about the eHealth Certificates on the portal of the eHealth platform

i https://www.ehealth.fgov.be/ehealthplatform/nl/ehealth -certificaten
i https://www.ehealth.fgov.be/ehealthplatform/fr/certificats -ehealth
For technical issues regarding eHealth platform certificates

i Acceptanceacceptancecertificates@ehealth.fgowbe

i Production:support@ehealth.fgov.be

3.1.2 Forissues in production

eHealth platform contact centre:

i Phone: 02788 51 55on working days from 7 am till 8 pm)
1 Mail: support@ehealth.fgov.be

1 Contact Form :

- https://www.ehealth.fgov.be/ehealthplatform/nl/contact (Dutch)
- https://www.ehealth.fgov.be/ehealthplatform/fr/contact (French)

3.1.3 Forissues in acceptance

Integration-support@ehealth.fgov.be

3.1.4 For business issues

i regarding an existing project: the project manager in charge of the application or service
1 regarding a new iject or other business issuesifo@ehealth.fgov.be
3.2 Status

The websitehttps://status.ehealth.fgov.beis the monitoring and informatiotool for the ICT functiomig of
the eHealth services that are partners of the Belgian eHealth system.
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4. Global overview

OHEGET COHEGEE

ETK[Depot ST

. . . Get secure token for access
Get public key of The Federal Public Service

of Health for sending Part & Wtoken for agcess i
@

SDS Database
GetSDS
3rd party Softwaye

Save Part APart B———» R
. —GetSheet———— \
Ambulances services 0

4———GetSheet——— cets §
-«— EMSR WS EMSR Database

3rd party Software

Hospitals

This global overview aims to show how the consultaiié8is used.

Step 1. To use the Consultatio/S you have to contact th&VSSTS to get a secure token containing th
identification of the user (seb.2.1Use of the eHealth SSO solutiamd the STEookbook.

Step 2. Once you have your secure token, you are able to use and contact the Consultation secdilte to
GetSdr GetSheet method.

Step 3. When you call GetSheet method, you have to provide your public key in the request, in order for
the response to be encrypted to you.

Step 4. When your call has been sent, the system will respond to you with a response message (encrypted

sheet orSDS info).
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5. Step-by-step

5.1 Endto-End Encryption

In order to secure the information exchanged between hospitals and EMSR WS, most of requests and
responses contain encrypted data. Encryption is performed with a public encryptidrekanging to the

recipient. This means that a request sent to EMSR WS has to use EMSR public encryption token and the
response will use the public encryption key of the hospital that sent the request to encrypt the data (The public
encryption token key is required in the requesthe eHealth platform delivers the procedures to create a pair

of private/public keys and the public encryption token.

Process of decryption upon consulting of data (GetSheet):
1) Verify validity of signature
2) Decrypt KMEHR data using your private key.

Therefore, the GetSheet request has to coimtayour public keyised to encrypt the GetSheet response.

In XML, the encrypted data is represented in base64 binary format, translating each byte of binary data into an
ASCII string format. Thus from XML datas tiepresentation has first to be decoded into byte using the base64
encoding scheme before being decrypted.

Note: While the base64 files are in ASCII format, they should still be encoded using tBddofigt.

5.2 Technical requirements

All the xml requests that are submitted to théSmust be encoded in the UT8format.

5.2.1 Use of the eHealth SSO solution

For eachVSaccessed on eHealth platform, authentication ensures thatrdwgiester is allowed. eHealth
certificates are used to trust the requester. In order to use EKa8Rsultation prior authentication has to be
made on STS with the use of the eHealth Certificate and with specific parameters. An assertion will be
generated hat can then be used to make a call and access the EMS8ultatiorservice.

The complete overview of the profile and a stiepstep implementation to start protecting a new application
with SSO @ eHealth is described in the eHedlBc8okbook.

In orde to implement a call to the eHealth STS you can reuse the implementation as provided in the "eHealth
technical connector":

1 https://www.ehealth.fgov.be/ehealthplatform/fr/connectors
i https://www.ehealth.fgov.be/ehealthplatform/nl/connectors

Nevertheless, eHealth implementations use standards and any other compatible techri8gtack for the
client implemenation) can be used instead.
The attributes that need to be provided and the attributes that should be certified by eHealth in order to

obtain a token valid for EMSR Consultation services are descrilsedtion5.4.2 (if EMSR Consultation is one
by an amiulance service) or section®3 (if EMSR Consultation is done by a Hospita).access the EMSR

ConsultatorWs , t he response token must contain “true” for
“ fsael” |, the eHeath platform to verify whethethe requested test cases were correctly configured (See
section 3).

5.2.2 EMSR Consultation b&mbulance service

The SAML token request is secured with the eHealth certificate adrfi®ilance serviceThe cerificate used
by the HolderOf-Key verification mechanism is the same eHealth certificate. The needed attributes are the

following (AttributeNamespace="urn:be:fgov:identificatiearamespace"):
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1 The NIHII number of the ambulance service:
urn:be:fgov:ehealth:D:certificateholder:ambulanceservice:nihiimberand
urn:be:fgov:ehealth:1.0:ambulanceservice:nifimber

You must also specify which information must be assertethéyHealthplatform:

i The NIHII number of the ambulance service (AttributeNamespaceerfgov:identification
namespace")urn:be:fgov:ehealth:1.0:certificateholder:ambulanceservice aminberand
urn:be:fgov:ehealth:1.0:ambulanceservice:niniimber

i The ambulance service must be a recognized ambulance service
(Attribut eNamefJpoavc.ece"rutrinfzibeednamespace: eheal th”):
urn:be:fgov:ehealth:1.0:certificateholder:ambulanceservice:ihii
number:recognisedambulanceservideolean

5.2.3 EMSR Consultation by Hospital

The SAML token request is secured with the eHealth certificate of the hospitadefiifecate used by the
HolderOf-Key verification mechanism is the same eHealth certificate. The needed attributes are the following
(AttributeNamespace="urn:be:fgov:identificatioeramespace"):

1 The NIHII number of the hospitaitn:be:fgov:ehealth:1.0:géficateholder:hospital:nihinumberand
urn:be:fgov:ehealth:1.0:hospital:nikiiumber

You must also specify which information must be assertethéyHealthplatform:

i The NIHII number of the hospital (AttributeNamespace="urn:be:fgov:identificationespace"):
urn:be:fgov:ehealth:1.0:certificateholder:hospital:nihiimberand
urn:be:fgov:ehealth:1.0:hospital:nikiiumber

i Thehospitalmu st be a recognized hospital (-Attribut eName S
names p ac e ura:bedgav.ehdalth:)l.0artificateholder:hospital:nihii
number:recognisedhospital:boolean

5.2.4 Security policies to apply

See sectioB.1 for the update in the TLS configuration.

We expect that you use SSL one way for the transport layer.

AsWSsecurity policy, we expect:

i A timestamp(the date of the request), with ime to live of one minute.(if the messadees not arrive
during this minute, ishall not be treated).

bl The signature with the certificate of

- the timestamp, (the one mentioned above)

- the body (the message itself)

- and thebinary security token: an eHealth certificate or a SAML token issued by STS

This will allow eHealth to verify the integrity of the message and the identity of the message author.
A document explaining how to implement this security policy can be obtahdue eHealthplatform. This
document, the STS cookbook, can be found on the eHealth portal
5.2.5 WSI Basic Profile 1.1

Your request must b&/S| compliant (See Chap 2.Z&xternalDocumentRef).

oF o Micar
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5.2.6 Tracing

To use this service, the request SHOULD contain the following two http header values (see RFC

https://datatrack er.ietf.org/doc/html/rfc7231#section5.5.3):

1. UserAgent: information identifying the software product and underlying technical stack/platform. It
MUST include the minimal identification information of the software such that the emergency contact

(see belov) can uniquely identify the component.
a. Pattern: {minimal software information}/{version} {minimal connector
information}/{connectorpackageversion}

b. Regular expression for each subset (separated by a space) of the pattezA:4[z0-

\/J*\/[0-9azAZ-_.]*

c. Examples:
UserAgent: myProduct/62.310.4 Technical/3.19.0
UserAgent: TopaXXXX/123.23.X freeconnector/XXXXX. XXX

2. From: emaHaddress that can be used for emergency contact in case of an operational problem.

Examples:
From:info@mycompany.be

5.3 Web service

TheWSpresented on this cookbook is ti@nsultation webserviceof EMSRThe Consultation webervice has

one method: GetSheel he GetSheet methokturns KMEHR content.
The content of KMEHR anmburdg variablegheodsg.r i b e d

The EMSRonsultationvebsenice has the following endpoints:

i Integration environmenthttps://services-int.ehealth.fgov.be/EMSRGonsultation/vl
i Acceptance environmenhttps://services-acpt.ehealth.fgov.beEMSRCnsultation/vl
i Production environmenthttps://services.ehealth.fgov.be/EMSR/Consultation/vl

5.3.1 Method getSheetList

n

t

he

The getSheetList method returns the nencrypted information ofero to manyEMSR shestwhich the user

may access.

5.3.1.1 Request

There are severaearch criteridhat can be used to retrieve sheets.

It is possible to make a search of sheets by period between two dates or directly bgritissitification if

known. Note that the Missionldentification is not a mandatory field when registering thefpafta sheet, and

therefore not all sheets have a Missionldentification number.

oF o Micar

EMSR v2 Consultation WSookbook v.1.2—-02/08/2022

11/38

f

e


https://datatracker.ietf.org/doc/html/rfc7231#section-5.5.3
mailto:info@mycompany.be
https://projects.intranext.smals.be/EMSR/ProjectLibrary/42504_201603017_ambureg_variables_v66.xlsx?Web=1
https://services.ehealth.fgov.be/EMSR/Consultation/v1

Pagination

In the requestOffsetand MaxElementattributes must be specified. Offset is set to 0, dldxElementgan

be maximum 100. When 100 elements are returned, tais means more results are present. A second call can
be made withOffsetset to 100 andMiaxElement$o 100 to gather other results. This can also mean that search
criteria were not correctly selected.

-

—
cprotocol-PaginationRequestType (=xtenzion

_______

L |

ecoresGetSheetlistSearchType

Il
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

GetSheetlistRequestType [l

LG -G

.

————
I
|
L —————— |
The getSheetListRequest has the following attrilsute
Field Name Description Required
Id Identifier of the request within the caller system. No
Issuelnstant Date and time of the request. Yes
Offset Index of first element of response Yes
MaxElements Number of result per request (max 100) Yes

The folowing search methods are possible:

5.3.1.1.1SearchByPeriodPartA

This search method let the user to search on the registration date of part A. This search method gives the
possibility to retrieve sheets that aren’t yet I inke

0D
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Field Name Descripton Required
StartDate Beginning of the date range search Yes
EndDate End of the date range search Yes
Teamldentification This is the unique identification number of th No

team in 9 characters.

5.3.1.1.2SearchByPeriod

This search method let the user to seastteetsusing the callBte. The calllxte comes from the alert (SDS),
thusonly sheets linked to an alert (SDS) will be retrieved.

Field Name Description Required
StartDate Beginning of the date range search Yes
EndDate End of the date range search Yes

Teamldentification

This is the unique identification number of th No

team in 9 characters.

5.3.1.1.3SearchByMissionldentification

This search method let the user to search on the mission identificadflote that the Missionldentification is
not a mandatory fiel when registering the part A of a sheet, and therefore not all sheets have a
Missionldentification number.

Field Name Description Required

Teamldentification This is the unique identification number of the team in 9 No
characters.

Missionldentification | Id of the mission Yes

RecordNumber This is the sheet number. It consists of max 20 characters. | No

5.3.1.1.4SearchByPatientSsin

This search let the user to search sheets using the patient national registration number (aka SSIN).

Field Name Description Required
PatientSsin The patient national registration number Yes
Missionldentification | Id of the mission No
Teamldentification This is the unique identification number of the team in 9 No
characters.

RecordNumber This is the sheet number. It consists of maxcBaracters. No
Period callDate search period No
Period/StartDate Beginning of the date range search Yes
Period/EndDate End of the date range search Yes

5.3.1.2 Response

The Response contains three parts:

q Status

EMSR v2 Consultation WSookbook
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T Request
i SheetList

The description of Statusanbe retrieved in chapter 5.8.2 StatusType. The request is the original request
sent by the user. The definition is the same ashapter5.5.1.1.

Sheet listtorresponds to a set of results fire requested search criteri&achresult of the set of raglts
contains the metadata of one sheet.

The following information will be retrieved for each sheet:

| GetSheetlistResponseType

attribute
-

%3
: ¥

|
|
|
|
EJ—L| [Request B3-{=— 5| criteria (=== 3{~ ] |
GetSheetlistResponse | Request [] = Crl'teria| EREER

—
ecoresSheetListType

- -+~ Missionldentification |

|
|
| |
[ Trmetiaton] |
ER{'{OI’dNuII'Il}El' |
| |
|
| |
| |

s mm e e e e e e mmmee— s

- -:E HospitalArrivalldentification |

L1 Sheetlist EH'E:E" Sheet -~ HospitalDepartureldentification | |
F CallDateTime
= CreationDatePartA

Field Name Description Attribute | Mandatory

Id Identifier of the response. Yes Yes

InResponseTo Id attribute of the request Yes No

Issuelnstant Date and time of the response. Yes Yes

Offset Index of first element of response Yes Yes

MaxElements Number of result per request (max 100) Yes Yes

Status See section.5.4.2 StatusType No Yes
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Missionldentification This is the unique identification number of thel No No
team in 9 characters.
Teamldentification Id of the mission No Yes
RecordNumber This is the sheet number. It consists of max 2| No Yes
characters.
InamiNumber Inami number of the intervening team No Yes
HospitalArrivalldentification Inami number of the departure hospital No No
HospitalDepartureldentificatior| Inami number of the arrival hospital No No
CallDateTime Call date of the intervention team No No
CreationDatePartA Date of creation Part A No Yes
CreationDatePartB Date of creation Part B No No
InterHospitalTransportFlag 1 FALSEno transport between 2 No Yes
hospital sites
1 TRUE
TimestampLastUpdatePartB | Update date of Part B No No

5.3.1.3 Example

Request

<soapenv:Envelope xmins:soapenv= "http://sche mas.xmlsoap.org/soap/envelope/ " xm
Ins:urn="urn:be:fgov:ehealth:emsr:consultation:v2 " xmins:urn 1="urn:be:fgov:ehe
alth:emsr:core:v2 ">

<soapenv:Header/>
<soapenv:Body>
<urn:GetSheetListRequest ld="id -
FBFE19453D50A4BFE61491476862891174Issuelnstan t="2016- 04-
07T10:09:48.288+02:00 " Offset= "1" MaxElements="10">
<urn:Criteria>
<urn 1:SearchByMissionldentification>
<urn 1:Missionldentification> 40203440148</urn 1:Missionldentifica
tion>
<urn 1:Teamldentificat  ion>NVLEU\201</urn 1:Teamldentification>
<urn 1:RecordNumber>20121912360638224101</urn 1:RecordNumber>
</urn 1l:SearchByMissionldentification>
</urn:Criteria>
</urn:GetSheetListRequest>
</soapenv:Body>
</soapenv:Enve lope>

Response
<soap: Envelope xmins: soap="http://schemas.xmlsoap.org/soap/envelope/ ">

<soap: Body>
<ns2: GetSheetListResponse Id =" ebc5111b-e488- 4275- a6fb -

c8ed4al6e25e8" InResponseTo="id -
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FBFE19453D50A4BFE61491476862891174Issuelnstant  ="2021- 02-
26T11:42:11.332+01:00 " MaxElements="10" Offset ="1" xmins: ns2="urn:be:fgov.ehea

Ith:emsr:consultation:v2 xmins: ns3="urn:be:fgov:ehealth.commons:core:v2 xmin
s: ns4="urn:be:fgov:ehealth.commons:protocol:v2 " xmins: ns5="http://www.ehealth.
fgov.be/standards/kmehr/sc hema/vl" xmlins: ns6="http://www.w3.0rg/2000/09/xmldsi
g#" xmlns: ns7="http://www.w3.0rg/2001/04/xmlenc# " xmlns: ns8="urn:be:fgov:eheal
th:emsr:core:v2 " xmins: ns9="urn:be:fgov:ehealth:errors:soa:vl ">
<ns3: Status >
<ns3: StatusCode Value ="urn:b e:fgov:ehealth:2.0:status:Success ">

</ ns3: Status >
<ns2: Request>
<ns2: Criteria >
<ns8: SearchByMissionldentification >
<ns8: Missionldentification >30122790196</ ns8: Missionldentific

ation >
</ ns8: SearchByMissionldentification >
</ ns2: Criteria >
</ ns2: Request>
<ns2: SheetList >
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>

<ns8: Teamldentif ication >MOAZNI30%/ ns8: Teamldentification >
<ns8: RecordNumber>TSULTTCW692RMNs8: RecordNumber
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldent ification >
<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >
<ns8: CreationDatePartA >2020- 08-
03T11:17:29.898+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalT  ranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification = >MOAZNI30%/ ns8: Teamldentification >
<ns8: RecordNumber-35U008VJ8FUKS/ ns8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldentification >71099812</ ns8: Hospita IDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >
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<ns8: CreationDatePartA >2020- 08-
17T10:50:58.210+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification >MOAZNI304/ ns8: Teamldentification >
<ns8: RecordNumber>ZP3DDW5HUPWBAs8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >
<ns8: CreationDatePartA >2020- 08-
03T11:21:09.904+02:00 </ ns8: CreationDatePartA >
<ns8: InterHospitalTranspor tFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification = >MOAZNI30%/ ns8: Teamldentification >
<ns8: RecordNumberrHBCRLUUY7V14AMs8: RecordNumber
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldenti fication >71099812</ ns8: HospitalDepa
rtureldentification >
<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >
<ns8: CreationDatePartA >2020- 08-
03T11:21:19.840+02:00 </ ns8: CreationDatePartA >
<ns8: InterH ospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification >MOAZNI304/ ns8: Teamldentifi cation >
<ns8: RecordNumberrV4G2YRCRTJIM¥ Ts8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva

[Identification >
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<ns8: Hospital Departureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: CreationDatePartA >2020- 08-
04T10:37:32.577+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification >MOAZNI304/ ns8: Teamldentification >
<ns8: RecordNumber-CN3YBN1P4SQJIANs8: RecordNumber
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: CreationDatePartA >2020- 08-
04T10:37:40.466+02:00 </ ns8: CreationDatePar tA>

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentificati on>MOAZNI304/ ns8: Teamldentification >
<ns8: RecordNumber-DO6GR30SBI18J ns8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: CreationDatePartA >2020- 08-
17T10:51:06.858+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>

<ns8: Teamldentification >MOAZNI304/ ns8: Teamldentification >
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<ns8: RecordNumberrT7Q8RIYN4HSNNns8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>

<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[Identification >

<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: CreationDatePartA >2020- 08-
17T10:51:35. 047+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >
</ ns8: Sheet>
<ns8: Sheet>
<ns8: Missionldentification >30122790196</ ns8: Missionldentificati
on>
<ns8: Teamldentification =~ >MOAZNI30%/ ns8: Teamldentification >
<ns8: RecordNumber>7H2NPROIONC&Ms8: RecordNumber>
<ns8: InamiNumber>79646007</ ns8: InamiNumber>
<ns8: HospitalArrivalldentification >71099812</ ns8: HospitalArriva
[ldentification >
<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: CreationDatePartA >2020- 08-
17T10:51:39.781+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
tFlag >

</ ns8: Sheet>
<ns8: Sheet>

<ns8: Missionldentification >30122790196</ ns8: Missionldentif icati
on>

<ns8: Teamldentification = >MOAZNI30%/ ns8: Teamldentification >

<ns8: RecordNumber-G38TDU46QXSMns8: RecordNumber

<ns8: InamiNumber>79646007</ ns8: InamiNumber>

<ns8: HospitalArrivalldentificatio n>71099812</ ns8: HospitalArriva
[ldentification >

<ns8: HospitalDepartureldentification >71099812</ ns8: HospitalDepa
rtureldentification >

<ns8: CallDateTime >2012- 10-
05T10:10:56.000+02:00 </ ns8: CallDateTime >

<ns8: Creation DatePartA >2020- 08-
07T09:02:24.449+02:00 </ ns8: CreationDatePartA >

<ns8: InterHospitalTransportFlag >true </ ns8: InterHospitalTranspor
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</ ns2: SheetList >
</ ns2: GetSheetListResponse >
</ soap: Body>
</ soap: Envelope >

5.3.2 Method getSheet

The getSheet Methocketurns all available information abouine EMSR sheetvhich the user may access

5.3.2.1 Request

To consult a sheet, the usdras to sendhe recordnumber and teamldentification, so that a sheet could be
uniquely dentified. The missionldentificatiocan also beised asthird criteria. These values can be found
through the resuls of getSheetList.

-—— - —_—— — — — —
GetSheetRequestType

|

|

|

|

T

|

|

|

|

|

|

L
Field Name Description Attribute | Required
Id Identifier of the request within the caller system. Yes No
Issuelnsant Date and time of the request. Yes Yes
Etk The ETK which should be used to encrypt the response | No Yes
Missionldentification| Id of the mission No No
Teamldentification | This is the unique identification number of the teamin 9 | No Yes

characters.

RecadNumber This is the sheet number. It consists of max 20 character§ No Yes

5.3.2.2 Response

The Response contains three parts:

1 Status
T Request
1 KMEHR

The description of Status can be retrieved in chaptér4 2 StatusTypeThe request is the original request

sent by the user. The definition is the same as in chaptgr2.1.
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Sheetlist corresponds to a set of results for the requested search criteria. Each result of the set of results
contains the metadata of one sheet.

The KMEHR part is encrypted and descriibedetail inthe KMEHR Cookbook.

[ arwributes

| - EMissionldentification |

+—FTeamidentification

| BaseG4EncryptedValue

Field Name Description Attribute | Mandatory
Id Identifier of the response. Yes Yes
InResponseTo Id attribute of the request Yes No
Issuelnstant Date and time of the response. Yes Yes
Status See section5.2.32 Statusype No Yes
Kmehr Containing anndividualKmehr messagthat has been| No No

encrypted using ETEE and encoded baségdre

details in chapteb6.5.3.1.

5.3.2.3 Example

Request
<soapenv: Envelope xmins: soapenv="http://schemas.xmlsoap.org/soap/envelope/

Ins : urn =" urn:be:fgov:ehealth:emsr:consultation:vl " xmlIns: urnl ="urn:be:fgov:ehe
alth:emsr:core:v2 ">
<soapenv: Header/>
<soapenv: Body>
<urn2: GetSheetRequest Issuelnstant ="?" xmlns: urn2 ="urn:be:fgov:ehealth:e
msr:consultation:v2 ">
<urn2 : Etk >UjBsR0O9EbGhjZ0dTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEWzh? : Etk >
<urn2: Criteria >
<urnl: Teamldentification = >NVLEUV204/ urnl: Teamldentification >

0D
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<urnl: RecordNumber>NVLEUV204/ urnl : RecordNumber
</urn2: Criteria >
</ urn2: GetSheetRequest >
</ soapenv: Body>
</ soapenv: Envelope >

Response
<soapenv: Envelope xmins: soapenv="http://schemas.xmlsoap.org/soap/envelope/

Ins : urn =" urn:be:fgov:ehealth:emsr:consultation:v2 " xmlIns: urnl ="urn:be:fgov:ehe
alth:commons:core:v2 " xmins: urn2 ="urn:b e:fgov:ehealth:emsr:core:v2 xmins: v1="
http://www.ehealth.fgov.be/standards/kmehr/schema/vl " xmlns: xd=" http://www.w3.
org/2000/09/xmldsig# " xmlns: xe=" http://www.w3.0rg/2001/04/xmlenc# ">
<soapenv: Header/>
<soapenv: Body>
<urn: GetSheetResponse Id =" 123" InResponseTo="_450" Issuelnstant ="2016-
04-07T710:09:48.288+02:00 ">
<urnl: Status >
<urnl: StatusCode Value ="urn:be:fgov:ehealth:2.0:status:Success ">

xXm

</urnl: Status >
<urn: Request>
<urn: Cri teria >
<urn2 : Teamldentification >NVLEUV204/ urn2 : Teamldentification >
<urn2 : RecordNumber-20121912360638224101</ urn2 : RecordNumber
</urn: Criteria >
</ urn: Request>
<urn: Kmehp
<urn2 : Kmehrmesage>
<vl: header> see KMEHRCookBook </v1: header >
<vl: Base64EncryptedData >
<vl:cd S="CDENCRYPTIOMETHODS\-"1.0">CMS/vl: cd>
<v1l: Base64EncryptedValue >UjBsRO9EbGhjZ0dTQUXNQUFBUUNBRU1tQ1p0dU1GUXKEWZhI
Base64EncryptedValue >
</v1: Base64EncryptedData >
</ urn2: Kmehrmessage
</urn: Kmehr
</ urn: GetSheetResponse>
</ soapenv: Body>
</ soapenv: Envelope >

5.3.3 Method GetSds

The GetSds method retrieves all the SDS messages relasesptecifc mission identification. Theser's entity
will be used implicitly during the search.

These SDS provide in particular information concerning the timings of the interventions (recorded via a radio),
as well as certain data of the intervention (wh has passed the call to the 100 number, where the

interventiontookp | ac e ...) .
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5.3.3.1 Request

Pagination

In the requesiOffsetand MaxElementsttributes must be specified. Offset is set to 0, addxElementgan be
maximum 100. When 100 elements are returnédds can means more results are present. A second call can be
made withOffsetset to 100 andvlaxElement$o 100 to gather other results. This can also mean that search
criteria were not correctly selected.

= StartDate

!

SearchByMissionldentification

Figurel: GetSdsRequées

Field Name Description Attribute | Required
Id Identifier of the request within the caller system. Yes No
Issuelnstant Date and time of the request. Yes Yes
Offset Index of first element of response Yes Yes
MaxElements Number of result per request (&l 00) Yes Yes
StartDate Beginning of the date range search No Yes
EndDate End of the date range search No Yes
Teamldentification | This is the unique identification number of the team in 9 No Yes
characters.
Missionldentification| Id of the mission No Yes

0D
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5.3.3.2 Response

AddressType

ecoresSDSListType

Figure2: GetSdsResponse
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Field Name Description Attribute | Required
Id Identifier of the request within the Yes No
caller system.
InResponseTo Id attribute of the request Yes No
Issuelnstant Date and time ofhe request. Yes Yes
Offset Index of first element of response Yes Yes
MaxElements Number of result per request (max Yes Yes
100)
Status See sectiom.3.4.2StatusType No Yes
Missionldentification Mission dispatch number No No
Teamldentification Identification of the team which No No
carried out the intervention
ServiceCode The approval number of the service No No
dteCode Departure site of the day No No
CallDate Date of the call No No
GallTime Time of the call No No
CallerCode(not for this project) Indicates who made the 100 call. S¢ No No
values below
THIS VARIABLE DOES NOT APPL
AMBUREG.
ReinforcementUnitFlag This variable is for future use. No No
RénforcementTiming This variable is for future use. No No
ReinforcementCallerCode This variable is for future use. No No
InitialQuality This variable is for future use. No No
ProtocolCode This variable is for future use. No No
DegreeSeverityLevel This ariable is for future use. No No
DepartureLocation This variable is for future use. No No
XCoordWGS84TeamAlert This variable will contain the X No No
coordinate of the intervention
address.
YCoordWGS84TeamAlert This variable will contain the Y No No
coordinae of the intervention
address.
XCoordWGS84TeamAvail This variable is for future use. No No
YCoordWGS84TeamAvail This variable is for future use. No No
dteAddress Intervention address No No
InterventionTeancallTime Date and time of the first nig tone of No No
the call.
InterventionTeamStart Departure date and time of the No No
intervention team.
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InterventionTeamSiteArrival

Arrival date and time on site.

No

No

PatientSiteDeparture

Departure date and time of the
intervention team from the site

No

No

PatientHospitalArrival

Arrival date and time of the
intervention team at the hospital.

No

No

InterventionTeamBaseReturn

Date and time of the intervention
team returns to base.

No

No

InterventionTeamAvailable

Date and time of when the unit goes
back to available status

No

No

InterventionTeamFullyAvailable

Date and time of whethe unit is
really available at quarter again,
after cleaning, replacement of
material, etc.

No

No

NewCallBeforeArrivalBaseFlag

This variable is for future use.

No

No

InterventionTeamRadioNumber

THIS VARIABLE DOES NOT APPL
AMBUREG

No

No

PlaceCod€not for this project)

Identifies the type of intervention
place.

THIS VARIABLE DOES NOT APPL
AMBUREG

No

No

TransportationCodé€not for this project)

Code identifing the type of
transport.

THIS VARIABLE DOES NOT APPL
AMBUREG

No

No

HospitalChoiceCode

THIS VARIABLE DOES NOT APPL
AMBUREG

No

No

HospitalChoiceSiteCodpot for this project)

This indicates why the patient was
transported to the mentioned
hospital.

THIS VARIABLE DOES NOT APPL
AMBUREG

No

No

TypeSubtypeAlert

the combination of the intervention
type and intervention subtypat the
moment of alert.

No

No

TypeSubtypeAvailable

the combination of the intervention
type and intervention subfye when
again available.

No

No

DestinationHospitalOfAlertCode

Hospital site code of destination as
determinedat the moment of alert

No

No

DestinationHospitalOfAlertCodeAs

Hospital site code AS of destination
as determinecdat the moment of
alert.

No

No

DestinationHospitalAfterinterventionCode

Hospital site code of destination as
determinedat the moment of

leaving the intervention place

No

No
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DestinationHospitalAfterinterventionCodeA Hospital site code AS of destination| ~ NO No

as determinedat the moment of
leaving the intervention place

CallerCode

. doctor

: SMUR

: ambulance

. hospital

home

: police

: fire service

: private individual
: other

10: unknown

11: PIT

©O~NDUAWNE

5.3.3.3 Example

Request
<soapenv: Envelope xmins: soapenv="http://schemas.xmlsoap .org/soap/envelope/ " xm

Ins : urn =" urn:be:fgov:ehealth:emsr:consultation:v2 " xmlIns: urnl ="urn:be:fgov:.ehe
alth:emsr:core:v2 ">
<soapenv: Header/>
<soapenv: Body>
<urn: GetSDSRequest Id ="id -
FBFE19453D50A4BFE61491476862891174Issuelnstant  ="2016- 04-
07T10:09:48.288+02:00 " Offset ="10" MaxElements="2">
<urn: Criteria >
<urnl: Teamldentification >MOAZNI104/ urnl : Teamldentification >
<urnl: SearchByPeriod >
<urnl: StartDate >2019-02-01T11:43:10 </urnl: StartDate >
<urnl: EndDate>2019- 02- 03T11:43:10 </ urnl: EndDate>
</urnl: SearchByPeriod >
</urn: Criteria >
</ urn: GetSDSRequest
</ soapenv: Body>
</ soapenv: Envelope >

Response

<soap: Envelope xmins: soap="http://schemas.xmlsoap.org/soap/envelo pe/ ">
<soap: Body>
<ns2: GetSDSResponseld =" _9d7eb44d- 171c- 4350- b28d-
c86b83c03831" InResponseTo="id -
FBFE19453D50A4BFE61491476862891174Issuelnstant  ="2021- 02-
26T16:43:48.347+01:00 " MaxElements="2" Offset ="10" xmins: ns2="urn:be:fgov:ehea

oF o Jcair

EMSR v2 Consultation WSookbook v.1.2—-02/08/2022 27/38



Ith:emsr:cons ultation:v2 " xmlins: ns3="urn:be:fgov:ehealth:commons:core:v2 " xmln
s: ns4="urn:be:fgov:ehealth.commons:protocol:v2 " xmins: ns5=" http://www.ehealth.
fgov.be/standards/kmehr/schema/vl " xmlns: ns6=" http://www.w3.0rg/2000/09/xmldsi

g#" xmins: ns7="http://www.w3.0rg/20  01/04/xmlenc# " xmins: ns8="urn:be:fgov:eheal

th:emsr:.core:v2 " xmins: ns9="urn:be:fgov:ehealth:errors:soa:vl ">
<ns3: Status >
<ns3: StatusCode Value =" urn:be:fgov:ehealth:2.0:status:Success ">

</ ns3: Status >
<ns2: Request>
<ns2: Criteria >
<ns8: Teamldentification >MOAZNI104/ ns8: Teamldentification >
<ns8: SearchByPeriod >
<ns8: StartDate >2019- 02- 01T11:43:10 </ ns8: StartDate >
<ns8: EndDate>2019- 02- 03T11:43:10 </ ns8: EndDate>
</ ns8: SearchByPeriod >
</ ns2: Criteria >
</ ns2: Request>
<ns2: SDSList >
<ns8: SDS
<ns8: Missionldentification >10190321034</ ns8: Missionldentificati
on>
<ns8: Teamldentification = >MOAZNI104/ ns8: Teamldentification >
<ns8: ServiceCode >1</ns8: ServiceCode >
<ns8: SiteCode >5</ ns8: SiteCode >
<ns8: CallDate >2019- 02- 01+01:00 </ ns8: CallDate >
<ns8: CallTime >04:18:15.000+01:00 </ns8: CallTime >
<ns8: SiteAddress >
<ns8: CountryCode >BE</ ns8: CountryCode >
<ns8: ZipCode>8720</ ns8: ZipCode>
<ns8: Locality >Oeselgem</ ns8: Locality >
<ns8: Street >Olsenesteenweg </ ns8: Street >
<ns8: StreetNr >6</ns8: StreetNr >
</ ns8: SiteAddress >
<ns8: Timings >
<ns8: InterventionTeamCallTime  >2016- 01-
04T08:01:00.000+01:00 </ ns8: InterventionTeamCallTime >
<ns8: Inte rventionTeamStart >2016-01-
04T08:02:00.000+01:00 </ ns8: InterventionTeamStart >
<ns8: InterventionTeamsSiteArrival >2016- 01-
04T08:03:00.000+01:00 </ ns8: InterventionTeamSiteArrival >
<ns8: PatientSiteDeparture ~ >2016- 01-
04T08:04:00.0 00+01:00 </ ns8: PatientSiteDeparture >
<ns8: PatientHospitalArrival >2016- 01-
04T08:05:00.000+01:00 </ ns8: PatientHospitalArrival >
<ns8: InterventionTeamAuvailable >2016- 01-
04T08:06:00.000+01:00 </ ns8: InterventionTeamAvailable >
</ ns8: Timings >
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<ns8: OtherSDSData>
<ns8: CallerCode >9</ns8: CallerCode >
<ns8: InterventionTeamRadioNumber >12</ns8: InterventionTeamRad
ioNumber>
<ns8: PlaceCode>3</ ns8: PlaceCode>
<ns8: TransportationCode >10</ns8: TransportationCode >
<ns8: HospitalChoiceCode >7</ns8: HospitalChoiceCode >
<ns8: HospitalChoiceSiteCode >2</ns8: HospitalChoiceSiteCode >
<ns8: TypeSubtypeAlert >6640601</ns8: TypeSubtypeAlert >
<ns8: TypeSubtypeAvailable >6640601</ns8: TypeSubtypeAvailable >
<ns8: DestinationHospitalOfAlertCode >4667002</ ns8: Destination
HospitalOfAlertCode >
<ns8: DestinationHospitalOfAlertCo deAs>WVG_VAZGns8: Destinat
ionHospitalOfAlertCodeAs >
<ns8: DestinationHospitalAfterInterventionCode >4667001</ ns8: D
estinationHospitalAfterinterventionCode >
<ns8: DestinationHospitalAfterInterventionCodeAs >WVG_VAZGns
8: DestinationHospitalAfterinterventionCodeAs >
</ ns8: OtherSDSData>
</ ns8: SDS
<ns8: SDS
<ns8: Missionldentification >10190321134</ ns8: Missionldentificati
on>
<ns8: Teamldentification = >MOAZNI104/ ns8: Teamldentification >
<ns8: ServiceCode >1</ ns8: ServiceCode >
<ns8: SiteCode >5</ ns8: SiteCode >
<ns8: CallDate >2019- 02- 01+01:00 </ ns8: CallDate >
<ns8: CallTime >04:43:15.000+01:00 </ns8: CallTime >
<ns8: SiteAddress >
<ns8: CountryCode >BE</ ns8: CountryCode >
<ns8: ZipCode>8720</ ns8: ZipCode >
<ns8: Locality >Oeselgem</ ns8: Locality >
<ns8: Street >Olsenesteenweg </ ns8: Street >
<ns8: StreetNr >6</ns8: StreetNr >
</ ns8: SiteAddress >
<ns8: Timings >
<ns8: InterventionTeamCallTime  >2016- 01-
04T708:01:00.000+01:00 </ ns8: InterventionTeamCallTime >
<ns8: InterventionTeamStart  >2016- 01-
04T708:02:00.000+01:00 </ ns8: InterventionTeamStart >
<ns8: InterventionTeamSiteArrival >2016- 01-
04T08:03:00.000+01:00 </ ns8: InterventionTeamSiteArrival >
<ns8: PatientSiteDeparture ~ >2016- 01-
04T08:04:00.000+01:00 </ns8: PatientSite Departure >
<ns8: PatientHospitalArrival >2016- 01-
04T08:05:00.000+01:00 </ ns8: PatientHospitalArrival >
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<ns8: InterventionTeamAuvailable >2016- 01-
04T08:06:00.000+01:00 </ ns8: InterventionTeamAvailable >
</ ns8: Timings >
<ns8: OtherSDSData>
<ns8: CallerCode >9</ns8: CallerCode >
<ns8: InterventionTeamRadioNumber >12</ns8: InterventionTeamRad
ioNumber>
<ns8: PlaceCode>3</ ns8: PlaceCode>
<ns8: Transp ortationCode >10</ns8: TransportationCode >
<ns8: HospitalChoiceCode >7</ns8: HospitalChoiceCode >
<ns8: HospitalChoiceSiteCode >2</ns8: HospitalChoiceSiteCode >
</ ns8: OtherSDSData>
</ ns8: SDS
</ ns2: SDSList >
</ ns2: GetSDSResponse
</ soap: Body>
</ soap: Envelope >

5.3.4 UsedTypes

5.3.4.1 kmehrmessageType

TheKMEHRnessages astandardKMEHRype: kmehrmessageTyp@he KMEHR content can be found under
<Base64EncryptedDatalt is encrypted with the ETK prisled bythe requestorin the GetSheetequest.The
content of KMEHRart is described in the KMHEHR cookbook.

folderType —l

1=

m—H:E— patient | |
1= | — |
=
ey |
g
I ||
;
g
| |
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5.3.4.2 StatusType

eHealth SOA service response is composed &tatuselement. This element is used to indicate the status of
the compldion of therequest,represented by &tatusCodand optionally the message describing the status.
Additional detail gives extra information on the encountered business errors returned by the target service.

core:StatusCodeType

| attributes

——
| | core:S'_ﬁ'_uancleT','pe_|

'core:StatusCode =

B attributes

(e 2 === 3|
S -+ core:StatusMessage |
i-{;;;'réléiét'u'; Detail B—r@} {an
Figure3: StatusType

Field Name Description Attribute | Required
StatusCode See table further down for a list of possible values No Yes
StatusMessag¢ An optional message describing the error. No Yes
StatusDetail The StatusDetail is defined as a free type, available for service| No No

put ary element in it to give extra information on the encountere

business errors returned by the target service.

StatusCodés recursive; therefor&tatusCodé€level 1) could be embedded by an optional SthtusCodésub
level). EaclstatusCodenust have a value attribute and there must be at least a levBtatusCode

The response returns at least LeveébthtusCodevith one of the following values:

URI Description

WdzNY Yo SYTA2BYSKSI £ G KYH d Completion of the request without errors.

WY YOSYFIA2BYSKSIE t (i KYH ®n| Completion of the request with errors caused by t
WS consumer.

WdzNYy Yo SYFIA20YSKSLH £ iKY H d Completion of the request with errors caused by t
WS provider.

The optional Level 3tatusCodsdf returned, may have different values indicating specific cause of the error such
as invalid input, missing input, data not found etc.
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URI Description
WdNY Yo SYTFI2 Y SK
WdNY Yo SYTFI2 Y SK
WdNY Yo SYTFI2 Y SK
WdzZNY Yo SYTA20YSKSI £ G KYH @ No results for the request.

WdzZNY Yo SYTIA2QOBYSKSI £ G KYH @ Unauthorized request (business level).
WAdzNY ¥ @SSRS f G KYHn ®nYadil (] Service does not support the request.

I £ 4 KYH @ Unknown error.

w

w

I f 0 KYH @ Invalid input error.

w

I £ 0 KYH @ Missing input.

Example:
<soap: Envelope xmins: soap="http://schemas.xmlsoap.org/soap/envelope/ ">
<soap: Body>
<ns8: GetSheet Offset ="0" MaxElements="100" Id ="_14cc837e- de41- 4b38-

b23a-f19a91148a83" InResponseTo="bhb16782e9- 9cea- 4af4 - 8ce4-
elabe70a9687" Issuelnstant ="2016-04-07T10:40:57.881+02:00 ">
<ns4: Status >

<ns4: StatusCode Value ="urn:be:fgov:ehealth:2.0:status:Success ">
<ns4: StatusCode Value ="urn:be:fgov:ehealt h:2.0:status:Invalidinput "l
>
</ ns4: StatusCode >
<ns4: StatusMessage >KMEHRule 22.3 validation error. </ ns4: StatusMessag
e>

</ ns4: Status >
</ ns8: GetSheet >
</ soap: Body>
</ soap: Envelope >

SeeChap8 Errorand failure messagésr further description of StatusCode used in this service.
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6. Risks and security

6.1 Security

6.1.1 Business security

In case the development adds an additional use case based on an existing integhatieidealthplatform
must be informed at least one month in advance with a detailed estimate of the expected load. This will ensure
an effective capacity management.

In case of technical issues on 5 the partner may obtain support from the contact center.

In caseeHealth finds a bug or vulnerability in its software, the partner is advised to update his application|with
the newest version of the software within 10 business days.

In case the partner finds a bug or vulnerability in the softwar@/@that eHealthdelivered, he is obliged to
contact and informeHealthimmediately and he is not allowed to publish this bug or vulnerability in any cgse.

6.1.2 Web service

WSsecurity used in this manner is in accordance with the common standards. Your call will provide:
T SSL one way

i Timeto-live of the message: one minute.

i Signature of the timestamp, body and binary security token. This will @léealthto verify the
integrity of the message and the identity of the message author.

i No encryption on the message.

6.1.3 The use of username,gssword and token

The usernamepasswordand token are strictly personal and are not allowed to transfer.
Every user takes care of his usernamp&sswordand token and is forced to confidentiality of it. Every user is
also responsible of every usghichincludes the use by a third party, until the inactivation.
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7. Test and release procedure

7.1 Procedure

This chapter explains the procedures for testing and releasing an application in acceptation or production.

7.1.1 |Initiation

If you intend to use theHealthservice please contadnfo@ehealth.fgov.be The Project department will
provide you with the necessary information and mandatory documents.

7.1.2 Development and test procedure

You have to develop a client in order to corh® ourWS Most of the required inf@about integraton is
published on theeHealthportal.

In some cases, theHealthplatform provides you with a moekp service or test cases in order for you to test
your client before releasing it in the acceptanceszgonment.

7.1.3 Release procedure

When development tests are successful, you can request to accessittathacceptance environment.

From this moment, you start integration and acceptance tesitéealthplatform suggests testing during
minimum one month.

After successful acceptance tests, the partner sends his test results and performance results with a sample of
“eHealthr e g u e s eHealtllamds w'e r "eHealipoint lofecontact by email.

TheneHealthplatform and the partner agree on a release dageéledth platform prepares the connection to
the production environment and provides the partner with the necessary information. During the release day,
the partner providesHealthwith feedback on the test and performance tests.

For further information and istructions, please contacintegration-support@ehealth.fgov.be.

7.1.4 Operational followup

Once in production, the partner using tle¢lealthservice for one of its applications will always test firsthie
acceptance environment before releasing any adaptations of its application in production. In addition, he will
inform eHealthon the progress and test period.

7.2 Test cases

eHealthplatform recommends performing tests for all of the following cases:
1 getSheetListsarch ly registration datePartA

1 getSheetListsarchby call date

1 getSheetList search by missionidentification

1 getSheetList search by Patient SSIN

1 getSheet

Test against correct handling of error messages, in tables below. Most of tingeribt useful to retry a calin
case of an error. You should rather change theasch critera.

Loops are totally forbidden! Load tests are totally forbidden!
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8. Error and failure messages

There are three different possible types of response:

i If there are no techital or business errorg,business response retusn

i If a business error occurred, it is contained in a business response that undergoes a regular

transformatior? (see chapteB.1Business erro)s

i Inthe case of a technical erroypu will receivea SOAP fault exception (see chaRe?).

8.1 Business errors

Seeb.5.4.2 StatusTypdor description of the StatusCode mechanism.

Business eors are forwarded without any transformation (they are treated as regular business responses).

These error codes first indicate a problem in the arguments sent.

StatusCode

Message

Solution

urn:be:fgov:ehealth:2.0:status:Success (level 1)
urn:be:fgov:etealth:2.0:status:DataNotFound (level 2)

No results for
the request

Change one of the search
criteria.

Diminish the number of
search criteria.

urn:be:fgov:ehealth:2.0:status:Invalidinput (level 2)

urn:be:fgov:ehealth:2.0:status:Requester (level 1) The Of§et Offset must be >= 0. Itcan b

urn:be:fgov:ehealth:2.0:status:Invalidinput (level 2) | attribute cannot | higher than MaxElements
be negative

urn:be:fgov:.ehealth:2.0:status:Requester (level 1) The MaxElements may not

MaxElements
attribute is too
high

exceed 100 items per
request

urn:be:fgov:ehealth:2.0:status:Requester (level 1)
urn:be:fgov:ehealth:2.0:status:Invalidinput (level 2)

The
MaxElements
attribute cannot
be negative or
Zero

MaxElements must be >=0

urn:be:fgov:ehealth:2.0:status:Requester (letgl

urn:be:fgov:ehealth:2.0:status:RequestDenied (level ?

Combination of
team
identification
and intervention
number does not
exist in SDS
database

There is no SDS sheet
matching the search criteria
entered.

urn:be:fgov:ehealth:2.0:status:Requester @)
urn:be:fgov:ehealth:2.0:status:Invalidinput (level 2)

The content of
the

The encrypted part of the
request (i.e. the folder part

Base64Encrypteq of the KMEHR) could not be
Data can't be decrypted because it is not
decrypted encrypted correctly for EMS
(see section 3.1).
2 Please refer to thparagraph5.2.3.2
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8.2 Technical errors

Technical errors are errors inherent to the internal working & They are returned as SOAP Faults.
The SOA Standard for Errorhandling specifies a structure for SystemError and BusinessError, thrown as SOAP
Fauls.

A SystemErroMUST be thrown when a system failure occurred. It is not related to the business of the service.
The SOA system error structure is as follows:

| soasystemerrortype |
| [Betrowes] }
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
-
| |
| |
| |
| |
| |
| |
| |
| |
_________ =

Figure4 SystemError

The SystemError element MUST contain a uailgliattribute for tracing.
The Origin MUST be set to Server or Provider.

Retry SHOULD be set to true if the consumer can try again immediately without interventions.
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Example:
<soapenv: Envelope xmins: soapenv="http://schemas.xmlsoap.org/soap/envelope/ ">
<soapenv: Body>
<soapenv: Fault >
<faultcode >soapenv:Server </faultcode >
<faultstring  >SOA
02001: Service is not available. Please contact service desk. </faultstring >
<detail >
<urn: SystemError Id ="Id -
0ab63c6044370e219bb557dd" xmins: urn =" urn:be:fgov:ehealth:errors:soa:vl ">
<Origin >Server </ Origin >
<Code>SOA02001</ Code>
<Message xml: lang ="en">Service is not available. Please contact
service desk. </ Message>
<urn : Environment >Acceptation </urn: Environment >
</urn: SystemError >
</ detail >
</ soapenv: Fault >
</ soapenv: Body>
</ soapenv: Envelope >

The SOAP Fault element has the following sub elements:

Element name Descriptions Mandatory
faultcode A code for identifying the fault Yes
faultstring A human readable explanation of the fault Yes
faultactor Information about who caused the fault to happen (the No

origin)
detail Holds application specific error information related to the | No

Body elemeh For example, it coulthclude a java stack trace

or any other kind of trace, used internally, to document on

the cause of this error.

The default SOAP faultcode values are defined in an extensible manner that allows for new SOAP fault code
values tobe defined while maintaining backwards compatibility with existing fault code values.

Element name Descriptions

versionMismatch Found an invalid namespace for the SOAP Envelope element.

mustUnderstand An immediate child element of the Header elementthathe mustUnderstand
attribute set to "1", was not understood.

client The message was incorrectly formed or contained incorrect information.

server There was a problem with the server so the message could not proceed.
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Description of the possible 2 fault exceptions:

Error code | Component Description Solution/Explanation
SOA00001 | Undefined Service error This is the default error sent to the consumer in
case no more details are known.
SOA01001 | Consumer Service call not From the sectity information provided
authenticated or the consumer could not be identified
or the credentials provided are not correct
SOA01002 | Consumer Service call not The consumer is identified and authenticated
authorized but is not allowed to call the given service
SOA02001 | Provider Service not available. | | An unexpected error has occurred
Please contact service|  Retries will not work
desk Service desk may help with root cause analys
SOA02002 | Provider Service temporarily An wnexpected error has occurred
try later If the problem persists service desk may help
SOA03001 | Consumer Malformed message | This is default error for content related errors in
case more details adacking
SOA03002 | Consumer Message must be Message does not respect the SOAP standard
SOAP
SOA03003 | Consumer Message must contain| Message respects the SOAP standard, but body
SOAP body missing
SOAQ3004 | Consumer WSI compliance Message does not respect the WStandard
failure
SOA03005 | Corsumer WSDL compliance Message is not compliant with WSDL in
failure Registry/Repository
SOA03006 | Consumer XSD compliance failur¢ Message is not compliant with XSD in
Registry/Repository
SOA03007 | Consumer Message content From the message content (conform XSD):
validation failure Extended checks on the element format failed
Crosschecks between fields failed
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