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1 Calling STS with JAXWS and Axis

Step 0: Requesting an eHealth Certificate and corresponding ETK using the ETEE requestor.

Step 1: Installation of Axis2 and Rampart on your system:
- axis2-1.5.1 (http://lapache.mogo.be//ws/axis2/1_5 1/axis2-1.5.1-bin.zip )

-rampart-1.4 (http://archive.apache.org/dist/ws/rampart/1_4/rampart-dist-1.4-bin.zip)

Step 2: Rampart comes with wss4j-1.5.4 which has a bug to use signed samlITokens.
You should replace this library with a higher version:

- Wss4j-1.5.8 (http://apache.belnet.be/ws/wss4j/1 5 10/wss4j-bin-1.5.10.zip)

Step 3: The following rampart modules must be copied from rampart to axis configuration as
explained in the axis documentation:

- rahas-1.4.mar

- rampart-1.4.mar

Step 4: Installation of the latest eHealth Crypto lib and his dependencies
https://www.ehealth.fgov.be/nl/page/website/home/platform/technicallibrary.html

- SIGNED-etee-crypto-1.X.X.jar

- dependencies of bouncycastle (bcmail / bcprov) (see readme of cryptolib)

Step 5: Copy default axis2.xml file to your project
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Step 6: Edit local axis2.xml file (used to let axis know which SOAP security to configure)
Pieces in red must be updated to suit your configuration.

<axi sconfi g name="Axi sJava2.0">

<modul e ref="ranmpart"/>
<par aneter nane="Qutfl owSecurity">
<action>
<itens>Ti nestanp Signature</itens>
<user>alias of keypair in keystore defined in
crypto. properti es</user>
<passwor dCal | backCl ass>i npl enent ati on of
j avax. security. aut h. cal | back. Cal | backHandl er
(to set password of keypair in keystore)
</ passwor dCal | backCl ass>
<si gnat urePropFi | e>crypto. properties</signaturePropFil e>
<si gnat ureKeyl denti fi er>Di rect Ref erence
</ si gnatureKeyl dentifier>
<signatureParts>{El enent}{http://docs. oasi s-
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-
1. 0. xsd} Ti nest anp; Token; Body</ si gnat ur ePart s>
</ action>
</ par anet er >

</ éxi sconfi g>

Step 7: Create crypto.properties (used to get keystore of keypair to place signature on soap)

org. apache. ws. security.crypto. provider=
org. apache. ws. security. components. crypto. Merlin
org. apache. ws. security.crypto.nerlin.file=

org. apache. ws. security.crypto.nerlin. keystore.type=jks
org. apache. ws. security.crypto.nerlin. keystore. password=
passwor d. of . keySt ore

path.to. keyStore (nust contain alias of user, defined in axis2.xm)

Step 8: loadconfig()

i mport org.apache. axi s2. depl oynent. Fi | eSyst emConf i gur at or;
i mport org. apache. axi s2.jaxws. O i ent Confi gurati onFactory;

Fi | eSyst emConfi gurator configurator = new

Fi | eSystenConfigurator("path.to.axis.installion.folder.repo",
"path.to.local.axis.configfile");

ClientConfigurationFactory factory = new

Cl i ent ConfigurationFactory(configurator);

factory);

i mport org.apache. axi s2. net adat a. regi st ry. Met adat aFact oryRegi stry;

Met adat aFact or yRegi stry. set Factory(d i ent Confi gurati onFactory. cl ass,
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Step 9: loading the correct certificates from keystore (p12

String pl2location = "path.to.local.pl2-file" //see step O
String pl2password = "password. of.|ocal .pl2-file";

Security. addProvi der (new BouncyCast | eProvider());

X509Certificate i nHOK = (X509Certificate)
KeyManager . get KeySt ore(new Fi |l e(pl2l ocation), "PKCS12",
password.toCharArray()).getCertificate("authentication");

X509Certificate inldentification = (X509Certificate)
KeyManager . get KeySt ore(new Fil e(pl2l ocation), "PKCS12",
password.toCharArray()).getCertificate("authentication");

PrivateKey inldentificationPK= (PrivateKey)

KeyManager . get KeySt ore(new Fil e(pl2l ocation), "PKCS12",
password.toChar Array()).get Key("aut hentication",
password. toCharArray());

Step 10: build SAMLRequest: (see documentation opensaml)

SAMLAssertion assertion = new SAM_Assertion();

/1 adding assertion Attributes
assertion. setlssuer(inlndentification.getSubjectDN().toString());
assertion. setlssuel nstant (Cal endar. getlnstance().getTinme());

/1 addi ng sanm Conditions

assertion. set Not Bef ore( Cal endar . getl nstance().getTime());
Cal endar not OnOr After = Cal endar. getlnstance();

not OnOr Af t er. add( Cal endar . SECOND, |ifetine);
assertion.setNot OnOr After (not OnOr After.getTine());

/lcreating SAMLNanel dentifier

SAM_Narel denti fier i nSAM_Narel dentifier = new

SAM_Narel denti fier(inldentification.getSubjectDN().toString(),
inldentification.getlssuerDN().toString(),

SAM_Narel denti fi er. FORVAT_X509) ;

/1 adding attributeStatenents

SAMLAttri buteStatenment attributeStatement = new

SAMLAttri buteStatenent ();

assertion. addStatenment (attri buteStatenent);

SAMLSubj ect attr St at enent Subj ect = new SAM.Subj ect ();

attr St at enent Subj ect. set Nanmel denti fi er (i nSAM_LNanel dentifier);
attributeStatenment. set Subj ect (attr St at ement Subj ect);

/1 adding every identification attribute
SAMLAttribute attribute_X = new SAMLAttribute();
attribute_X set Namespace(...);

attribute_X setNanme(...);

attribute_X addVal ue(...);
attributeStatenment.addAttribute(attribute_X);

SAMLSubj ect i nSubject = new SAM.Subj ect ();
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i nSubj ect . set Confi rmati onMet hods( Col | ecti ons. si ngl et onLi st (
SAMLSubj ect . CONF_HOLDER KEY) ) ;

//creating SAMLNanel dentifier

SAM_Nanel denti fier i nSAM_LNanel dentifier_2 = new

SAM_Narel denti fier(inldentification.getSubjectDN().toString(),
inldentification.getlssuerDN().toString(),

SAM_Narrel denti fi er. FORVAT_X509) ;

i nSubj ect. set Nanel denti fi er (i nSAM_Nanel dentifier_2);

//addi ng HOK-certification informtion

Docunent scdDoc =

Docunent Bui | der Fact ory. newl nst ance() . newDocunent Bui | der () . newDocunent () ;
El enent subj ect Confirnmati onData =

scdDoc. creat eEl enent NS( " ur n: oasi s: nanes: tc: SAM.: 1. 0: assertion",

" Subj ect ConfirmationData");

subj ect Confirmati onDat a. appendChi | d(asserti on.toDOV scdDoc)) ;

i nSubj ect . set Confi rmati onDat a( subj ect Confirmati onDat a) ;

Document keyl nf oDoc =

Docunent Bui | der Fact ory. newl nst ance() . newDocunent Bui | der (). newDocunent () ;
El enent keylnfo =

keyl nf oDoc. creat eEl enent NS("htt p: // ww. w3. or g/ 2000/ 09/ xni dsi g#",
"ds: Keyl nfo");

keyl nfo.set AttributeNS("http://ww.w3.org/ 2000/ xm ns/", "xm ns:ds",
“http://ww. wW3. org/ 2000/ 09/ xm dsi g#") ;

El ement x509Data =

keyl nf oDoc. creat eEl enent NS("htt p: / / wwv. w3. or g/ 2000/ 09/ xni dsi g#",
"ds: X509Dat a") ;

keyl nf 0. appendChi | d( x509Dat a) ;

El enent x509Certificate =

keyl nf oDoc. creat eEl enent NS("htt p: / / www. w3. or g/ 2000/ 09/ xni dsi g#",
"ds: X509Certificate");

x509Dat a. appendChi | d(x509Certificate);

x509Certi ficate. set Text Cont ent (new

String(Base64. encode(i nHOK. get Encoded())));

i nSubj ect . set Keyl nf o( keyl nf o) ;

/1 adding every requested Attributes
Li st <SAMLAt tri but eDesi gnator> attributeDesi gnators = new
ArraylLi st <SAM_At t ri but eDesi gnat or>();

SAMLAt t ri but eDesi gnat or attri but eDesi gnator_X = new
SAMLAt t ri but eDesi gnat or () ;

attribut eDesi gnat or _X. set Nanespace(...);

attribut eDesi gnator_X setNane(...);

attribut eDesi gnat ors. add(attri but eDesi gnator_X);

SAMLAt t ri but eQuery i nQuery = new SAMLAttri buteQuery();
i nQuery. set Subj ect (i nSubj ect) ;
i nQuery. set Desi gnators(attributeDesi gnators);

SAMLRequest i nRequest = new SAMLRequest (i nQuery);

Step 11: sign SAMLRequest (load keypaire and use SAMLRequest.sign()

i nRequest . sign("http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa- shal",
inldentificationPK, Arrays.asList(inldentification));
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Step 12: send samIRequest

| ocal WdURL = see attachnent
Manme serviceQNane = new QName("urn: be: fgov: eheal t h: sts: protocol :v1l",
"Secur eTokenService");
Manme port QNane = new QNanme("urn: be: fgov: eheal th: sts: protocol : v1l",
" Secur eTokenServi cePort");
String endpointUl =
https://wwacc. eheal t h. fgov. be/sts_1 1/ Secur eTokenServi ce

publ i c SAM_Response request Secur eToken( SAMLRequest sam Request) throws
Exception {

/1l transform org. opensam . SAMLRequest to source object

Input Streamin = new

Byt eArrayl nput St rean( sam Request.toString().getBytes("UTF8"));

/'l create dispatch with | ocal wsdl

Service service = Service. create(local Wdl URL, servi ceQ\ane);

Di spat ch<Sour ce> di spatch = service. creat eDi spat ch(port QName, Sour ce. cl ass,
Mode. PAYLOAD) ;

/'l set real endpoint
di spat ch. get Request Cont ext () . put ( Bi ndi ngPr ovi der . ENDPO NT_ADDRESS_PROPERTY,
endpointUrl);

Source response = di spatch.invoke(new StreanSource(in)); // dispatch to
webservi ce using jaxws

/1 transform source resultobject to org.opensan . SAMLResponse
Transformer transformer =

Tr ansf or ner Fact ory. newl nst ance() . newTr ansf orner () ;

DOVResult result = new DOVResul t ();
transforner.transform(response, result);

return new SAM_.Response( ((Docunent)

resul t. get Node()). get Docunent El ement () ) ;

}
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2 Calling a JAXWS webservice protected with a

SAML Token using Axis

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Installation of Axis2 and Rampart on your system:
- axis2-1.5.1 (http://apache.mogo.be//ws/axis2/1_5_1/axis2-1.5.1-bin.zip )

- rampart-1.4 (http://archive.apache.org/dist/ws/rampart/1_4/rampart-dist-1.4-bin.zip)

Rampart comes with wss4j-1.5.4 which has a bug to use signed samlTokens.
You should replace this library with a higher version:

- Wss4j-1.5.8 (http://apache.belnet.be/ws/wss4j/1_5 10/wss4j-bin-1.5.10.zip)

Te following rampart modules must be copied from rampart to axis configuration as
explained in the axis documentation:

-rahas-1.4.mar

- rampart-1.4.mar

Copy default axis2.xml file to your project

Edit local axis2.xml file (used to let axis know which SOAP security to configure)
Pieces in red must be updated to suit your configuration.

<axi sconfi g name="Axi sJava2. 0" >

<nmodul e ref="ranpart" />

<par aneter nane="Qutfl owSecurity">

<action>

<i tens>Ti mest anp SAML.TokenSi gned</itens>

<user>alias of keypair in keystore (see further)</user>

<passwor dCal | backCl ass>i npl enent ati on of

javax. security. auth. cal | back. Cal | backHandl er </ passwor dCal | backCl ass>
<sam PropFi | e>sam . properti es</sanl PropFil e>

<si gnat urePropFi | e>crypto. properties</signaturePropFile>

<si gnat ureKeyl denti fi er>X509Keyl denti fi er</si gnatureKeyldentifier>
<signatureParts>{El enent}{http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s-

200401-wss-wssecurity-utility-1.0.xsd}Ti nestanp; Body; </ si gnat urePart s>
</ action>
</ par anet er >

</ axi sconfi g>
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Step 6: Implement method handle(..) of your CallBackHandler (used to get password of keypair)

/**
* @ee javax.security.auth.callback. CallbackHandl er#handl e(

javax. security. auth. cal | back. Cal | back[])
*/

public void handl e(Cal | back[] call backs) throws | OException,
Unsupport edCal | backException {
for (int i =0; i < callbacks.length; i++) {
WsPasswor dCal | back pwcbh = (WSPasswor dCal | back) cal | backs[i];
pwch. set Password("get and set password of keypair in keystore");
}

}

Step 7: Create saml.properties and place under root of classpath (used to get samlToken)

org. apache. ws. security.sam .issuerC ass=i npl enent ati on of

org. apache. ws. security.sam . SAMLI ssuer (constructor will take
sam PropFil e as paraneter)

# add properties to which you want access in your issuerC ass
i mpl emrent ati on

Step 8 : Implement method newAssertion() of your issuerClass
This should return a valid org.opensaml.SAMLAssertion stored on your system, database, ...
or get a new one from the eHealth STS.

Step 9: Create crypto.properties (used to get keystore of keypair to place signature on soap)

org. apache. ws. security.crypto. provider=
org. apache. ws. security. conponents.crypto. Merlin
org. apache. ws. security.crypto.nerlin.file=
path.to. keyStore (nust contain alias of user, defined in axis2. xm)
org. apache. ws. security.crypto.nerlin. keystore.type=j ks
org. apache. ws. security.crypto.nerlin. keystore. password=
passwor d. of . keySt ore
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Step 10: Add business code to your client

10.1 Installation of the axis clientconfig

i mport org.apache. axi s2. depl oynment . Fi | eSyst enConfi gur at or;
i nport org.apache. axi s2.j axws. d i ent Confi gurationFactory;
i mport org.apache. axi s2. net adat a. regi stry. Met adat aFact or yRegi stry;

Fi | eSyst enConfigurator configurator = new

Fi | eSyst emConfigurator("path.to.axis.installion.folder.repo",
"path.to.local.axis.configfile");

ClientConfigurationFactory factory = new

Client ConfigurationFactory(configurator);

Met adat aFact or yRegi stry. set Fact ory(d i ent Confi gurati onFactory. cl ass,
factory);

10.2 create JAXWS service dispatcher

Service service = Service.create(local Wdl URL, servi ceQ\ane);
Di spat ch<Sour ce> di spatch = service. creat eDi spat ch(port QNane,
Sour ce. cl ass, Mode. PAYLOAD) ;

10.3 set url of webservice

di spat ch. get Request Cont ext () . put ( Bi ndi ngPr ovi der . ENDPO NT_ADDRESS_PROPER
TY, endpointUrl);

10.4 send message

Sour ce response = di spatch.invoke(new StreanSource(new
StringReader (i nput Xm )));
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